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Department of Computer Science with Cyber Security 

 

 
 

Regulations 2025 -26 for Undergraduate Programme 

 
Learning Outcomes Based Curriculum Framework- (LOCF) 

model with Choice Based Credit System (CBCS) 

 

Programme: B.Sc. Computer Science with Cyber Security 

                                                Programme Code: BCY 

 
   (Applicable for the Students admitted during the Academic Year 2025 - 26 onwards) 

 

Eligibility 

The Student should have passed Higher Secondary Examination and wherever the students have 

not studied mathematics knowledge be imparted through Residential/Bridge Course.                  

(As per the eligibility condition given Ref. BU/R/B3-B4/Eligibility Condition/2025/7960 dated 

08/05/2025). 

 

Program Learning Outcomes (PLOs) 

The successful completion of B.Sc. CS With Cyber Security Programme shall enable the students  to: 

 

PLO1 
Design, implement, and evaluate a computer network and information security needs of 

an organization 

PLO2 Analyze and evaluate the cyber security needs of an organization and society 

PLO3 
Explore Current and emerging techniques and technologies to formulate solutions for 

systems and organizations.  

PLO4 
Provide solutions making use of the knowledge gained in Artificial Intelligence& 

machine learning, Cloud Computing, Big Data and Cyber Security. 

PLO5 
Demonstrate comprehensive knowledge in IT solution development leading to 

excellence in professional career and/or higher education including research. 
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Department of Computer Science with Cyber Security 

          B.Sc. Computer Science with Cyber Security 

           Distribution of Credits and Hours for all the Semesters 

 

Consolidated Semester wise and Component wise 

Hours and Credits Distribution 

Semester 
Part I Part II Part III Part IV Part V Total 

Hrs. Credits Hrs. Credits Hrs. Credits Hrs. Credits Hrs. Credits Hrs. Credits 

I 4 3 4 3 18 13 4 4 - - 30 23 

II 4 3 4 3 18 13 4 4 - - 30 23 

III 4 3 4 3 22 15 - 4 - - 30 25 

IV 4 3 4 3 20 15 2 2 - 2 30 25 

V - - - - 30 23 - - - - 30 23 

VI - - - - 24 16 6 5 - - 30 21 

Total 16 12 16 12 132 95 16 19 - 2   180 140 

 

 

Part Courses 
No. of 

Courses 
Hours Credits Total Semester 

I Language – I : Tamil 4 4 X 4 16 3 12 12 1-4 

II Language - II : English 4 4 X 4 16 3 12 12 1-4 

III 

Core Theory(6hrs /week) 4 4 X 6 24 4 16 

100 

3,6 

Core Theory(5hrs/week) 9 9 X 5 45 4 36 1,2,4,5 

Core Lab (4 hrs / week) 4 4 X 4 16 2 8 1-4 

Core Lab (5 hrs /week) 3 3 X 5 15 3 9 5,6 

Allied (4 hrs/ week) 4 4 X 4 16 3 12 1-4 

Electives (5 hrs/week) 2 2 X 5 10 3 6 5,6 

Project (6 hrs/week) 1 1 X 6 6 5 5 6 

SEC : Internship 1 - - 2 2 5 

Skill Enhancement (SEC) 3 3 X 2 6 2 6 3,4,6 

IV 

Foundation Course(FC) 2 2 X 2 4 2 4 

14 

1,2 

Foundation Course(FC) - 

Self-study 
1 - - 2 2 3 

Ability Enhancement 

Compulsory 

Course(AECC) 

3 3 X 2 6 2 6 1,2,4 

Ability Enhancement 

Compulsory 

Course(AECC) - MOOC 

1 - - 2 2 3 

V 

Extension Activity-Liberal 

Arts Extracurricular and 

co-curricular activities 

- - - 2 2 2 4 

  Total 46   180   140 140   
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Department of Computer Science with Cyber Security 

Curriculum 

B.Sc. Computer Science with Cyber Security 

 

 

 

 

 

 

 

Semester – 1 

  Course 

Code 
Part 

Course 

Category 
Course Name 

 

Hours 

/ Week 

Examination 

 

Credits 
Duration 

in Hours 

Max Marks 

CIA ESE Total 

25TAM11L I 

Language-I 

Tamil-I 

4 3 25 75 100 3 
25HIN11L I Hindi-I 

25MAL11L I Malayalam-I 

25FRE11L I French-I 

25ENG12L II Language-II English-I 4 3 25 75 100 3 

25BCY13C III Core – I 
Python 

Programming 
5 3 25 75 100 4 

25BCY14P III Core Lab – I 
Python 

Programming Lab 
4 3 40 60 100 2 

25BCY15C III  Core – II 

Foundations of 

Networking and 

Cybersecurity 

5 3 25   75 100 4 

25BCY16A III Allied – I 
Linear Algebra and 

Discrete Mathematics 
4 3 25 75 100 3 

25ENV1FC IV FC – I 
Environmental 

Studies 
2 2 50 - 50 2 

25SOF1AE IV AECC – I   Soft Skills 2 2 - 50 50 2 

Total 30    700 23 
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                                                Semester – 2 

Course Code Part 
Course 

Category 
      Course Name 

 

Hours/ 

Week 

Examination 

Credits Duration 

in Hours 

Max Marks 

CIA ESE Total 

25TAM21L I 

Language - II 

Tamil – II 

4 3 25 75 100 3 
25HIN21L I Hindi – II 

25MAL21L I Malayalam – II 

25FRE21L I French – II 

25ENG22L II English – II English – II 4 3 25 75 100 3 

25BCY23C III Core – III Java Programming 5 3 25 75 100 4 

25BCY24P III Core Lab - II 
Java Programming 
Lab 

4 3 40 60 100 2 

25BCY25C III Core – IV 

Security Fundamentals 

with Linux  Operating 

System 

5 3 25 75 100 4 

25BCY26A III Allied – II 
Optimization 

Techniques 
4 3 25 75 100 3 

25HUM2FC/ 
IV FC – II 

Human Rights/  
2 2 50 - 50 2 

25DIM2FC Disaster Management 

25IDT2AE 

IV AECC – II 

Innovation & Design 

Thinking  

2 2 - 50 50 2 25IPR2AE 
Intellectual Property 

Rights 

25END2AE 
Entrepreneurship 

Development 

             Total 30    700 23 
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Department of Computer Science with Cyber Security 

Semester – 3 

 

Course Code 

 

Part 

 

Course 

Category 

 

Course 

Name 

 

Hours / 

Week 

Examination  

Credits 
Duration 

in Hours 

Max Marks 

CIA ESE Total 

25TAM31L I 

Language – I 

Tamil – III 

4 3 25 75 100 3 
25HIN31L I Hindi – III 

25MAL31L I Malayalam – III 

25FRE31L I French – III 

25ENG32L II Language – II English – III 4 3 25 75 100 3 

25BCY33C III Core – V 
Ethical Hacking & 

Cyber Security 
6 3 25 75 100 4 

25BCY34P III Core Lab – III 
Ethical Hacking 

Lab 
4 3 40 60 100 2 

25BCY35C 
III 

Core – VI Computer 

Network 
6 3 25 75 100 4 

25BCY36A 
III Allied – III 

Optimization 

Techniques 
4 3 25 75 100 3 

25BCY37P III SEC – I Web Programming 2 3 40 60 100 2 

25BAT3FC/ 

IV FC – III 

Basic Tamil /  

- 2 50 - 50 2 25ADT3FC/ Advanced Tamil/ 

25IKS3FC 
Indian Knowledge 

Systems (IKS) 

25MOO3AE IV AECC – III 
Online Course - 

MOOC 
- - 50 - 50 2 

                                                                 Total 30    800 25 
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Semester – 4 

 

Course 

Code 
Part 

 

Course 

Category 
Course Name 

 

Hours/ 

Week 

Examination 

Credits 
Duration 

in Hours 

Max Marks 

CIA ESE Total 

 I 

Language - I 

Tamil – IV 

4 3 25 75 100 3 
 I Hindi – IV 

 I Malayalam – IV 

 I French – IV 

 II Language - II English – IV 4 3 25 75 100 3 

 
III Core – VII 

Linux and Shell 

Programming 
5 3 25 75 100 4 

 

III Core Lab – IV 

Linux and Shell 

Programming 

lab 
4 3 40 60 100 2 

 
III Core – VIII 

Block Chain 

Technology 
5 3 25 75 100 4 

 

III Allied – IV 

Statistical Methods 

and Their 

Applications 

4 3 25 75 100 3 

 
III SEC – II 

Web Programming 

Lab 
2 3 40 60 100 2 

 
IV AECC – IV 

Quantitative 

Aptitude 
2 2 - 50 50 2 

 

V 

Extra-

Curricular & 

Co-Curricular 
Activities 

Liberal Arts - - 50 - 50 2 

                                                                     Total 30    800 25 
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Department of Computer Science with Cyber Security 

Semester – 5 

 

Course 

Code Part 

 

Course 

Category Course Name 

 

Hours 

/ 

Week 

Examination 

Credits Duration 

in      

Hours 

Maximum Marks 

CIA ESE Total 

 
III Core – IX 

Cyber Crime 
Investigation and 
Digital Forensics 

5 3 25 75 100 4 

 

III Core Lab – V 

Cyber Crime 

Investigation and 

Digital Forensics lab 

5 3 40 60 100 3 

 

III Core – X 

Relational Database 
Management 

System 

5 3 25 75 100 4 

 III Core Lab – VI  RDBMS lab 5 3 40 60 100 3 

 
III Core – XI 

Data Analytics for 

Fraud Detection 
5 3 25 75 100 4 

 

III Elective – I 

Ethical Hacking 

5 3 25 75 100 3 
 Data 

Communication and 
Networking 

 Biometric Security 

 III SEC-III Internship - - 50 - 50 2 

                                               Total 30    650 23 

 

 

 

 

 

 

 

 

 

 

7



 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

Semester – 6 

Course 

Code 
Part 

Course 

Category 
Course Name 

 

Hours 

/ 

Week 

Examination  

Credits 
Duration 

in 

Hours 

Max. Marks 

CIA ESE Total 

 III Core – XII Cyber Security 6 3 25 75 100 4 

 III Core Lab –VII Cyber Security Lab 5 3 40 60 100 3 

 

III Core – XIII 

 

Artificial 

Intelligence & 

Machine Learning 

 

6 3 25 75 100 4 

  

 

 

III 

 

 

 

Elective – II 

Internet of Things 

5 3 25 75 100 3 

 Intrusion Detection 

and Prevention 

System 

 Network Security & 

Cryptography 

  

III 

 

SEC – IV 

Network 

Management 

Systems and 

Operations Lab 

2 3 40 60 100 2 

 
III Core  Project Work 6 3 40 60 100 5 

Total 30    700 21 

Grand Total 180     4250     140 
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Semester 1 
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Department of Computer Science with Cyber Security 

 

 

 

 

 

 

Semester – 1 

Course 

Code 
Part 

Course 

Category 
Course Name 

 

Hours 

/ Week 

Examination 

 

Credits 
Duration 

in Hours 

Max Marks 

CIA ESE Total 

25TAM11L I 

Language-I 

Tamil-I 

4 3 25 75 100 3 
25HIN11L I Hindi-I 

25MAL11L I Malayalam-I 

25FRE11L I French-I 

25ENG12L II Language-II English-I 4 3 25 75 100 3 

25BCY13C III Core – I 
Python 

Programming 
5 3 25 75 100 4 

25BCY14P III Core Lab – I 
Python 

Programming Lab 
4 3 40 60 100 2 

25BCY15C III  Core – II 

Foundations of 

Networking and 

Cybersecurity 

5 3 25   75 100 4 

25BCY16A III Allied – I 
Linear Algebra and 

Discrete Mathematics 
4 3 25 75 100 3 

25ENV1FC IV FC – I 
Environmental 

Studies 
2 2 50 - 50 2 

25SOF1AE IV AECC – I   Soft Skills 2 2 - 50 50 2 

Total 30    700 23 

10



 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

 

Part – I:  Tamil – I 

Course Code Course Name Category Hours / Week Credits 

25TAM11L Tamil – I Language – I 4 3 

 

Course Objectives 

 இலக்கிய வளர்ச்சியய அறிந்து ககொள்ளுதல்  

 இலக்கியம் பயைக்கும் திறன்  

 இலக்கிய இலக்கண உயைகசய்தல்  

 திறனொய்வு முயறயியனக் கற்றுத்ததர்தல் 

 

Course Learning Outcomes 

On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 
புதுக்கவியதயின் மூலம் வொழ்வியல் விழுமியங்கயள உணர்ந்து 

ககொள்ளுதல். 
K1, K2 

CLO2 சிறந்த மற்றும் வொழும் கவிஞர்கயள அறிந்து ககொள்ளுதல். K2, K3 

CLO3 
சிறந்த பயைப்பொளர்களின் சிறுகயதயில் கவளிப்படும் சமூகச் 

சிந்தயனகயள அறிந்து விழிப்புணர்யவப் கபறுதல். 
K3 

CLO4 
தற்கொல இலக்கியங்களொன புதுக்கவியத, சிறுகயத ததொன்றி 

வளர்ந்த பின்புலத்யத அறிதல். 
K1, K3 

CLO5 

கமொழியயப் பியழயின்றி தபச எழுத கற்கத் ததயவயொன தமிழ் 

இலக்கணத்தின் இன்றியயமயொயமயய உணர்தல். நயைமுயற 

வொழ்வியலுக்குத் ததயவப்படும் ஆங்கிலக் கடிதத்யதத் 

தமிழொக்கம் கசய்தலுக்கொன பயிற்சி அயைதல். 

K2, K3 

K1 - Remember; K2 - Understand; K3 – Apply. 
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Part – I:  Tamil – I 

Unit Content 
No. of 

Hours 

I 

நொட்டுப்பற்று 

1. உலகத்யத தநொக்கி வினவுதல்    - பொைதியொர் 

2. பொைதிதொசன் கவியதகள்         -  பொைதிதொசன் 

 தமிழ்ப்தபறு 

3. ஒற்றுயமதய உயிர்நியல  -நொமக்கல் கவிஞர் 

4. ததவததவன் கவியதகள்   - ததவததவன் 

 சொயலயும் மைங்களும் கசருப்பும் 

 புதிய வீடு 

5. ஆலொபயன            -   கவிக்தகொ அப்துல் ைகுமொன் 

 தபொட்டி 

 பொயத 

6. புத்தகச் சந்யத    -    கவிஞர் வொலி 

14 

 

 

 

II 

 

 

 

சமூகம் 

1. எட்ைொவது சீர்........    -         ஈதைொடு தமிழன்பன் 

2. கதொயலந்து தபொதனன்              -         கவிஞர் தொமயை 

3. திருநங்யககள் கொகிதப் பூக்கள்   -         நொ. கொமைொசன் 

4. மைங்கயளப் பொடுதவன்         -        யவைமுத்து 

5. புள்ளிப் பூக்கள் (யைக்கூ)         -        அமுத பொைதி 

6. நொட்டுப்புறப் பொைல்கள் (தொலொட்டுப் பொைல் , 

கதம்மொங்குப் பொைல் ,  உழவுத்கதொழில்) 

14 

 III 

சிறுகயத 

1. கொஞ்சயன                  - புதுயமப்பித்தன் 

2. சுயமதொங்கி       - கெயகொந்தன் 

3. தசொற்றுக் கணக்கு       - கெயதமொகன் 

4. ஆறு யொயனகள்                     - எஸ்.ைொமகிருஷ்ணன் 

5. மைத்யதக் கர்ப்பம் சுமந்தவள்  - ஆண்ைொள் பிொியதர்சினி 

12 
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Unit Content 
No. of 

Hours 

IV 

இலக்கிய வைலொறு 

1. மைபுக்கவியதயின் ததொற்றமும் வளர்ச்சியும் 

2. புதுக்கவியதயின் ததொற்றமும் வளர்ச்சியும் 

3. யைக்கூ கவியதயின் ததொற்றமும் வளர்ச்சியும் 

4. சிறுகயதயின் ததொற்றமும் வளர்ச்சியும் 

10 

V 

இலக்கணம் 

1. எழுத்துகள் (முதல் எழுத்துகள், சொர்கபழுத்துகள்) 

2. எழுத்துக்களின் பிறப்பு 

3. மொத்தியைகள் 

4. பயிற்சிக்குொியன  - கமொழிகபயர்ப்பு 

      (ஆங்கிலத்திலிருந்து தமிழுக்கு கமொழிகபயர்த்தல்) 

10 

Total Hours                                                                                                                                   60 

Reference Books 

1. 
தபைொ. குருசொமி, ம.ைொ.தபொ. (2014), பொைதி பொைல்கள், ஆய்வுப் பொதிப்பு, தமிழ்ப் 

பல்கயலக் கழகம், தஞ்சொவூர். 

2. அப்துல் ைகுமொன்,(2000), ஆலொபயன, கவிக்தகொ பதிப்பகம் 

3. தொமயை  கவியதகள், (2012), நியூ கசஞ்சுொி புக் ைவுஸ் 

4. வைதைொசனொர் மு, (2021), தமிழ் இலக்கிய வைலொறு, சொகித்ய அகொைமி பதிப்பு. 

5. முயனவர் பஞ்சொங்கம் கொ, (2017), தமிழ் இலக்கிய வைலொறு, கொவ்யொ பதிப்பகம். 

6. 
முயனவர் தவங்கைைொமன் கொ. தகொ (2008), தமிழ் இலக்கிய வைலொறு, கயலயக 

கவளியீடு. 

7. பைந்தொமனொர் அ.கி.  (2002), நல்ல தமிழ் எழுத தவண்டுமொ?, அல்லி நியலயம். 

8. 
ைொமகிருஷ்ணன்  எஸ் (2006), 100 சிறந்த சிறுகயதகள் ( கதொகுதி 1 & 2 ) 

பதிப்பகம்: ததசொந்திொி பதிப்பகம் 

9. குமைன் தகொ (2010), தமிழ் இலக்கணம் எளிய அறிமுகம் , சந்தியொ பதிப்பகம் 

10 சக்திதவல் சு,(2012),  நொட்டுப்புறவியல், மணிவொசகர் பதிப்பகம் 

 
 

  

 

 

 

13



 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

 

Question Pattern 

கொலம் : 3 மணி தநைம்       கமொத்த மதிப்கபண்கள் : 75 

பிொிவு – அ        10x1=10 

 சொியொன வியையயத் ததர்ந்கதடுத்து எழுதுக. 

பிொிவு – ஆ       5x5=25 

 கசய்யுள்   - 1 வினொ 

 கசய்யுள்   - 1 வினொ 

 சிறுகயத   - 1 வினொ 

 இலக்கிய வைலொறு - 1 வினொ 

 இலக்கணம்   - 1 வினொ 

பிொிவு – இ       5x8=40 

 கசய்யுள்  - 1 வினொ           

 கசய்யுள்  - 1 வினொ 

 சிறுகயத             - 1 வினொ 

 இலக்கிய வைலொறு - 1 வினொ   

 கமொழிகபயர்ப்பு   - 1 வினொ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

14



 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

Course Code Course Name Category Hours / Week Credits 

25HIN11L Hindi - I Language – I 4 3 

 

Course Objectives 

The course intends to 

 Improve grammatical knowledge. 

 Read and learn about articles and think about them. 

 Read and understand short stories ,  thoughts and life of the people of this state. 

 Have translation knowledge and the ability to read and analyze a message  

 

Course Learning Outcomes 
On the successful completion of the course, students will be able to 

CLO  CLO Statements 
Knowledge 

Level 

CLO1 Understand the text styles and grammatical elements K1, K2 

CLO2 Discuss the content of a reading passage K2, K3 

CLO3 Develop an interest in the appreciation of short stories K3 

CLO4 Comprehend the grammatical structures and sentence making K1, K3 

CLO5 
Understand the language and developing English to Hindi 

translation skill 
K2, K3 

K1 - Remember; K2 - Understand; K3 – Apply 
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Part – I:  Hindi – I 

 

Unit Content Hours 

I 

Prose : Nuthan Gadya Sangrah 

Lesson 1 – Bharathiya Sanskurthi     -  Dr.Rajendra Prasad  

Lesson 3 – Razia                                -  Ramaviksha Benipuri 

Lesson 4 – Makreal                            - Yespal 

Lesson 5 – Bahtha Pani Nirmala        -‘Ageya’  

Lesson 6 – Rashtrapitha Mahathma Gandhi - Mukthibodh 

Lesson 9 – Ninda Ras                         - Harishankar Parsayi. 

14 

II 

Non Detailed Text Short Stories: Kahani Kunj 

Pareksha         -   Premchand 

Mamtha         -   Jayashankar Prasad 

Apna paraya         -  Jaynendrakumar 

Admi ka bachcha   - Yespal 

Bolaram ka jeev     - Harishankar Parsayi 

Vapasi         - Mannu Bhandari 

14 

III 

Grammar: Shabdha Vichar Only 

(Noun, Pronoun, Adjective, Verb, Tense, Case, Endings) Theoretical & 

Applied. 

12 

IV 
Translation: English – Hindi Only. 

Anuvadh Abhyas – III (1-15 Lessons Only) 
10 

V 
Comprehension: 

1 Passage From Anuvadh Abhyas–III (16-30) 
10 

                                                                                                                        Total Hours 60 

   Text Books 

1 
Jayaprakash, (2009), Nuthan Gadya Sangrah, Publisher: Sumitra Prakashan     

Sumitravas, 16/4, Hastings Road, Allahabad – 211001. 

2 
Amithab. V.P. (2011), Kahani Kunj,  Publisher : Govind Prakashan Sadhar Bagaar, 

Mathura, Uttar Pradesh,–281 001 
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Course Code Course Name Category Hours / Week Credits 

25MAL11L Malayalam - I Language – I 4     3 

 

Course Objectives 

The course intends to 

 Improve grammatical knowledge. 

 Read and learn about articles and think about them. 

 Read and understand short stories and  thoughts and life of the people of this state. 

 Have translation knowledge and the ability to read and analyze a message 
 

 

Course Learning Outcomes 

On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 Understand the text styles and grammatical elements K1 

CLO2 Discuss the content of a reading passage K1 

CLO3 Develop an interest in the appreciation of short stories K2 

CLO4 
Comprehend the grammatical structures and sentence 

making 
K3 

CLO5 
Understand the language and developing English to 

Malayalam translation skill 
K4 

K1 - Remember; K2 - Understand; K3 – Apply; K4-Analyse. 
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Part – I:  Malayalam – I 

Unit Content No. of Hours 

I Novel – Pathummayude Aadu - Vaikam Muhammed Basheer 14 

II Novel- - Pathummayude Aadu - Vaikam Muhammed Basheer 14 

III Short Story - Ente Priyappeta Kadhakal – (Akbar Kakkattil) 12 

IV Short Story - Ente Priyappeta Kadhakal – (Akbar Kakkattil) 10 

V Composition &Translation(English to Malayalam) 10 

Total Hours 60 

Text Books 

1 
Vaikam Muhammed Basheer, (2012), Novel- PathummayudeAadu, D.C.Books, 

Kottayam, Kerala 

2 Akbar Kakkattil, (2009), Short Story - Ente Priyappeta Kadhakal 

Reference Books 

1 Tharakan K.M, (2016), Malayala Novel SahithyaCharitram, N.B.S.Kottayam. 

2 Achuyuthan M, (2014), Cherukatha Innale Innu-M.Achuyuthan D.C Books, Kottayam. 

3 Dr George K.M,(2011) Sahithya CharitramPrasthanangalilude, D.C.Books Kottayam. 

4 Sukumar Azheekode, (2015), Malayala Sahithyavimarsam, D.C.Books  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

18



 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

Course Code       Course Name Category Hours / Week Credits 

25FRE11L French - I Language – I 4 3 

 

Course Objective 
The course intends  

To understand, speak, read and write simple, standard speech which is very slow and is 

carefully articulated and can recognize familiar words and very basic phrases concerning 

themselves, their family and immediate concrete surroundings when people speak slowly and 

clearly. 
 

Course Learning Outcomes 
On the successful completion of the course, students will be able to 

CLO Course Outcome Knowledge Level 

CLO1 Comprehend basic vocabulary K1 

CLO2 Understand basic syntax and grammar patterns K2 

CLO3 Converse slowly in known situations K2 

CLO4 Translate small basic sentences K3 

K1 - Remember; K2 - Understand; K3 - Apply 

Part – I:  French – I 

Unit Content Hours 

I 
Etape 0 

14 
Etape1- (Lecons 1 - 3) 

II Etape2- (Lecons 1 - 3) 14 

III Etape 3 – (Leçons 1 – 2) 12 

IV 
Etape 3 – (Leçon 3) 

10 

Etape 4 – (Leçon 1) 

V Etape 4 – (Leçons 2 – 3) 10 

                                                                         Total Hours 60 

 Text Book 

1 
Céline Himber, Corina Brillant, Sophie Erlich, (2008), Adomania 1 – Methode de 

francais, Publisher - Hachette Fle. 

 Reference Book 

1 
Yves Loiseau, Régine, (2014), Latitudes 1, Merieux Publisher: French and 

European Publications Inc. 
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Course Code Course Name Category    Hours / Week Credits 

25ENG12L English - I Language II 4    3 

 

Course Objectives 
 The course intends to cover  

 Various genres of literature. 

 Active and passive vocabulary. 

 Usage of Grammar and Communication. 

 

Course Learning Outcomes                                                                                        
On the successful completion of the course, students will be able to 

 

CLO CLO Statements 
Knowledge 

Level 

CLO1 
Identify aesthetic sense and appreciate poetry, enhancing creativity 

and understanding relevant to professional environments. 
K1 

CLO2 
Understand diverse styles of prose, facilitating versatility in 

writing and inculcating interpersonal skills. 
K2 

CLO3 
Apply the characters and the narrative techniques in creative writing 

and content creation ethically. 
K3 

CLO4 
Employ vocabulary and grammatical proficiency in communication 

to enhance clarity in workplace interactions. 
K3 

CLO5 

Enhance overall communication competence. Practicing these skills 

in combination reinforces learning and provides students with 

opportunities to use the language in authentic contexts. 

K3 

K1 - Remember; K2 - Understand; K3 - Apply 
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Part - II: English – I 

 

Unit Content 
No. of 

Hours 

I 

Poetry : Nature 

1. I Wandered Lonely as a Cloud - William Wordsworth 

2. The Sparrow - Paul Laurence Dunbar 

3. Stopping by woods on a snowy Evening – Robert Frost 

12 

II 

Prose : Friendship 

1. The Man in Black - Oliver Goldsmith 

2. Of Friendship - Francis Bacon 

3. The Blessing of Friends - Sir John Lubbock 

12 

III 

Short Stories: Morality 

1. The Necklace – Guy de Maupassant 

2. The Lottery - Shirley Jackson 

3. The Monkey’s Paw - W. W. Jacobs 

12 

IV 

Language Competency 

1. Vocabulary : Synonyms, Antonyms, Word Formation 

2. Parts of Speech 

3. Error correction 

12 

V 

English for Communication 

1. Listening for General and Specific Information. 

2. Self - Introduction, Introducing others, Greetings. 

3. Reading a prose passage, Reading a poem and Reading a short story 

4. Descriptive writing – Writing a short descriptive essay of two  to three 

paragraphs. 

12 

Total Hours 60 

 Text Books 

1. Zama, M. (2004). Poetry Down the Ages. Orient Blackswan. 

2. Goldsmith, O. (1869). The Works of Oliver Goldsmith. J. Dicks 

3. 
Bacon, F., & Montagu, B. (1857). The Works of Francis Bacon (Vol. 1). Parry & 

McMillan. 

 Reference Books 

  1. 
Kumar,V. T. Bhavani, Durga.K. Srinivas.YL. (2018). English in use - A textbook for 

College Students. (English, Paperback). 

  2. Swan, M. (2005). Practical english usage (Vol. 7). Oxford: Oxford university press. 

 Web Resources (Swayam / NPTEL) 

  1.    https://nptel.ac.in/courses/109105205 

 

 

21

https://nptel.ac.in/courses/109105205


 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

 

Course Code Course Name Category Hours / Week Credits 

25BCY13C Python Programming Core - I 5 4 

 

Course Objectives 
The course intends to cover 

● Core syntax and semantics of Python programming language. 

● Process of structuring the data using lists, dictionaries, tuples and sets. 

 

Course Learning Outcomes 

On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 
Remember the fundamentals of solving problems with 

computers and execute simple Python programs. 
K1 

CLO2 Learn the Basic Programming constructs in Python. K2 

CLO3 Understand the basic functions in Python Programming. K2 

CLO4 Apply Software Objects and databases in Python. K3 

CLO5 Apply OOPs concepts in Python programs. K3 

K1 - Remember; K2 - Understand; K3 - Apply; 

 

CLO – PLO Mapping 

CLOs/PLOs PLO1 PLO2 PLO3 PLO4 PLO5 

CLO1 3 3 1 1 1 

CLO2 3 3 2 1 1 

CLO3 3 2 2 2 1 

CLO4 3 2 2 2 1 

CLO5 3 2 2 2 1 

3 - Substantial (high) 2 - Moderate (medium) 1 - Slight (low) 
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Core - I: Python Programming 
 

Unit Content 
No. of 

Hours 

 

 

I 

Introduction: The essence of computational problem solving – Limits of 

computational problem solving - Computer Algorithms - Computer Hardware - 

Computer Software - process of computational problem solving - Python 

programming language - Literals - Variables and Identifiers - Operators - 

Expressions and Data types, Input / Output. 

 

 

15 

 

 

II 

Control Structures: Boolean Expressions - Selection Control - If Statement 

Indentation in Python - Multi-Way Selection - Iterative Control - While Statement- 

Infinite loops - Definite vs. Indefinite Loops - Boolean Flag. String, List, Tuple, 

Manipulations, Decorators. Building blocks of Python programs, Understanding and 

using range-Slicing 

 

 

15 

 

III 

Functions: Program Routines- Defining Functions- More on Functions : Calling 

Value - Returning Functions - Calling Non-Value – Returning Functions- Parameter 

Passing - Keyword Arguments in Python – Default Arguments in Python-Variable 

Scope. Recursion: Recursive Functions. Modular Design : Modules - Top-Down 

Design - Python Modules. 

 

15 

 

 

IV 

Objects and their use: Software Objects - Turtle Graphics – Turtle Attributes. Text 

Files: Opening, reading and writing text files. Database   Programming: 

Connecting to a database, Creating Tables, Read, Update, Delete (CRUD) and 

Insert operations, Transaction Control, Disconnecting from a database, String 

Processing – Exception Handling. 

 

 

15 

 

V 

Dictionaries and Sets: Dictionary type in Python - Set Data type. Object Oriented 

Programming using Python: Encapsulation - Inheritance – Polymorphism. Python 

packages: Simple programs using the built-in functions of packages matplotlib, 

numpy, pandas etc.. 

 

15 

Total Hours 75 

Text Books 

1. 
Charles Dierbach (2022), Introduction to Computer Science using Python - A Computational 
Problem solving Focus, Wiley India Edition. (Unit – I, II, III, IV) 

2. 
Wesley J. Chun (2016), Core Python Applications Programming, 3

rd 
Edition, Pearson Education.  

(Unit – V) 

Reference Books 

1. 
Mark Lutz (2018), Learning Python Powerful Object Oriented Programming, O‟Reilly Media, 5

th 

Edition. 

2. 
Timothy A. Budd (2011), Exploring Python, Tata MCGraw Hill Education Private Limited, 1

st 

Edition. 

3. 
John Zelle (2016), Python Programming: An Introduction to Computer Science, 3

rd 
Edition, Course 

Technology Cengage Learning Publications, ISBN 978- 1590282410. 

Web Resources( Swayam / NPTEL) 

1. https://onlinecourses.nptel.ac.in/noc20_cs07/preview 
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Course Code Course Name Category Hours/Week Credits 

25BCY14P Python Programming Lab Core Lab – I 4 2 

 

 

S.No Programs 

1 

Sample Programs using Lists, Tuples , Dictionaries and Decorators. 

Program to convert the given temperature from Fahrenheit to Celsius and vice versa 

depending upon user’s choice. 

 

2 

Program to find the area of rectangle, square, circle and triangle by accepting suitable input 

parameters from the user. 

3 Write a Python script that prints prime numbers less than 20. 

4 Program to find factorial of the given number using recursive function. 

5 
Write a Python program to count the number of even and odd numbers from array of N 

numbers. 

6 Write a Python class to reverse a string word by word. 

7 
Given a tuple and a list as input, write a program to count the occurrences of all items of the 

list in the tuple. (Input : tuple = ('a', 'a', 'c', 'b', 'd'), list = ['a', 'b'], Output : 3) 

8 

Create a Savings Account class that behaves just like a BankAccount, but also has an interest 

rate and a method that increases the balance by the appropriate amount of 

interest (Hint: use Inheritance). 

 

9 

Write a Python program to construct the following pattern, using a nested loop 

* 

** 

*** 

**** 

***** 

**** 

*** 

** 

* 

10 Read a file content and copy only the contents at odd lines into a new file. 
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S.No. Programs 

11 Create a Turtle graphics window with a specific size. 

12 Write a Python program for Towers of Hanoi using recursion 

13 
Create a menu driven Python program with a dictionary for words and their 

meanings. 

14 Devise a Python program to implement the Hangman Game. 

15 

Program to create a student database and calculate total marks, percentage and grade of a 

student. Marks obtained in each of the five subjects are to be input by user. Assign grades 

according to the following criteria: 

Grade A: Percentage >=80 Grade B: Percentage >=70 and 80 

Grade C: Percentage >=60 and <70 Grade D: Percentage >=40 and <60 Grade E: Percentage < 

40 

16 
Capstone Project  : “Weather Data Analysis and Visualization” (Using Python libraries like 

matplotlib, numpy, and pandas to process and visualize weather data) 

Total Hours 60  

Text Books 

1 
Charles Dierbach (2015), Introduction to Computer Science using Python - A computational 

Problem-solving Focus, Wiley India Edition. 

2 
Wesley J. Chun (2016), Core Python Applications Programming, Pearson Education, 3

rd
  

Edition. 

Reference Books 

1 
Mark Lutz (2018), Learning Python Powerful Object Oriented Programming, O’reilly Media,5

th
 

Edition. 

2 
John Zelle (2013), Python Programming: An Introduction to Computer Science, Course 

Technology Cengage Learning Publications, 2
nd

  Edition, ISBN 978- 1590282410  

3 
Timothy A. Budd (2011), Exploring Python, Tata McGraw Hill Education Private Limited,5

th
  

Edition. 

Web Resources (Swayam/ NPTEL Courses) 

1 https://onlinecourses.swayam2.ac.in/cec22_cs20/preview 

2 https://onlinecourses.nptel.ac.in/noc21_cs32/preview 
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Course Code Course Name Category Hours / Week Credits 

25BCY15C 
Foundations of Networking 

and Cybersecurity 
Core - II 5 4 

 

Course Objectives 
The course intends to  

●  Understand the basics of networking, OSI model and key protocols like TCP and UDP 

●  Identify and understand networking devices. 

●  Use tools to simulate network scenario. 

 

Course Learning Outcomes 
On the successful completion of the course, students will be able to 

 

CLO CLO Statements 
Knowledge 

Level 

CLO1 Understand basic networking concepts and protocols. K1 

CLO2 
Understand network device functions and recognize common 

security threats. 
K2 

CLO3 
Understand and detect the cyberattacks like spoofing and 

tunneling. 
K2, K3 

CLO4 
Analyze and implement static and dynamic routing, WAN 

technologies. 
K3 

CLO5 Analyze and configure Access Control Lists. K3 

K1 - Remember; K2 - Understand; K3 - Apply 

CLO – PLO Mapping 

CLOs/PLOs PLO1 PLO2 PLO3 PLO4 PLO5 

CLO1 3 1 3 2 2 

CLO2 1 3 3 2 2 

CLO3 2 2 3 3 3 

CLO4 1 1 3 2 2 

CLO5 1 2 3 2 1 

3 - Substantial (high) 2 - Moderate (medium) 1 - Slight (low) 
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Core - II: Foundations of Networking and Cybersecurity 

Unit Content 
No. of 

Hours 

I 

Introduction to Networking: What is a Network?- Local Area Network (LAN)- Wide 

Area Network (WAN)-Types of Mode  

Open Systems Interconnection (OSI) Model: Why we Need Open Systems 

Interconnection (OSI)- Open Systems Interconnection (OSI) Layers-Transmission 

Control Protocol (TCP) / User Datagram Protocol (UDP)- 3 Way Hand Shake-Real-

world attack examples at each OSI layerPacket sniffing using Wireshark  

TCP/IP Model: Need of Transmission Control Protocol (TCP) / Internet Protocol (IP) 

ModelTransmission Control Protocol (TCP) / Internet Protocol (IP) Layer-TCP 3-Way 

Handshake with attack simulation. 

1. Real-world attack examples at each OSI layer.  

2. Packet sniffing using Wireshark.  

3. TCP 3-Way Handshake with attack simulation 

15 

II 

Sub Netting: Subnetting-Classless Inter Domain Routing (CIDR)- Create 

SubnetsUnderstanding Variable Length Subnet Masks (VLSM)- Private Internet Protocol 

(IP) Addresses-How subnetting helps with network segmentation for Zero Trust.  

Packet Flow in Same & Different Network: Domain Name System (DNS) and 

WorkingMap Hostnames to Internet Protocol (IP) Addresses-Configure Cisco Device as 

Domain Name System (DNS) Client-How to Configure a Cisco Router as a DNS Server? 

- no Internet Protocol (IP) domain-lookup Command-Address Resolution Protocol 

(ARP)- Analyze DNS tunneling, DNS spoofing attacks.  

Information about Networking Device: Network Devices-Hubs-Switch-Carrier Sense 

Multiple Access with Collision Detection (CSMA CD)- Collision & Broadcast 

DomainHow Switches Work? - Layer 2 Switching- Router-Layer 3 Switch and working- 

threat detection.  

1. Design a segmented network for HR, IT, DevOps, and isolate with firewall rules.  

2. Use Wireshark to detect a suspicious DNS .  

3. Simulate port mirroring and analyze mirrored traffic 

15 
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Unit Content 
No. of 

Hours 

 

 

 

 

 

III 

Internet Protocol (IP) / Internet Control Message Protocol (ICMP): What is Internet 

Control Message Protocol, How Ping process works, How Extended Ping Command 

works, what is Traceroute, How Traceroute Command works, show processes Command 

in detailed to map protocols-What is Ping sweeps Cyber Attacks, what is ICMP tunneling 

Cyber Attacks- How to Detect ICMP misuse in Cyber Security Industry. 

Automatic Private IP Addressing (APIPA): What is APIPA, why do we need of 

APIPA, How APIPA works. 

Address Resolution Protocol (ARP): What is Address Resolution Protocol (ARP)- 

Need and type of (ARP)- What is ARP poisoning & spoofing, Perform demo for Cyber 

Industry.  

Routing Protocols (Static & Dynamic): What are Routing Protocols- Comparing 

Internal Routing Protocols (IGPs)- Administrative Distance & Metric- Equal Cost Multi-

Path (ECMP) Explanation & Configuration - Understanding Loopback Interfaces and 

Loopback Addresses - Passive-interface Command-Security risks in routing protocols 

(BGP hijack, OSPF poisoning)- How attackers use static routes to pivot within the 

network.  

1. Simulate ICMP scanning with Nmap and monitor traffic.  

2. Analyze ARP poisoning in a test environment.  

  

  

  

  

 

15 

 

 

 

IV 

Static - Next Hop / Exit Interface: What is IP Routing- Local Routes and How they 

Appear in the Routing Table - Connected, Static, & Dynamic Routes - Floating Static 

Route - Explanation and Configuration - Default Static Route - Create a Static Host 

Route. 

Dynamic - RIP / EIGRP / OSPF & BGP: OSPF Overview - Differences Between 

OSPF and EIGRP - Cisco Bandwidth Command vs Clock Rate and Speed Commands - 

OSPF Routing Protocol Metric - OSPF Configuration - Designated & Backup 

Designated Router. 

WAN Technologies: What is Wide Area Network - Cisco VPN- WAN Connection 

TypesLeased Line Definition and Explanation - Multiprotocol Label Switching (MPLS)- 

VPN and split tunneling risks in Cyber Industry. 

Network Address Translation (NAT): Static Network Address Translation (NAT)- 

Dynamic Static Network Address Translation (NAT)- Port Address Translation (PAT) 

Configuration- Secure site-to-site connections with IPsec.  

1. Simulate a compromised router path  

2. Analyze a PCAP of a VPN session. 

 

 

 

 

15 
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Unit Content 
No. of 

Hours 

V 

Access Control List (ACL): Access Control List and its types - Configuring Standard 

and Extended Access Control List (ACL)- Configuring Named Access Control List 

(ACL) - NAT traversal and how malwares use it – What are ACLs in firewalls – Work 

with Palo Alto/Cisco ASA for ACLs . 

Dynamic Host Configuration Protocol: Configure Cisco Router as Dynamic Host 

Configuration Protocol (DHCP) Server-DHCP Relay Agent- Configure Cisco Router as 

a DHCP Client- Automatic Private IP Addressing (APIPA)- Rogue DHCP server 

detection in Cyber Industry- MITM Cyber-attacks using DHCP starvation.  

Telnet & Secure SHell (SSH): Need of Telnet & Secure Shell (SSH)- Telnet & Secure 

Shell (SSH)- Setting Up Telnet- Setting Up Secure Shell (SSH)- SSH b DHCP attack 

simulation using Yersinia or better caprute-force tools and how to detect them in logs for 

Cyber Industry.  

Virtual Local Area Network (VLAN): Configuring Access & Trunk Ports- 

Configuring Voice Virtual and allowed Local Area Network (VLAN)- Cisco Dynamic 

Trunking Protocol (DTP)- Virtual Trunking Protocol (VTP) Modes and configuration- 

VLAN hopping attacks (e.g., double-tagging)- Proper VLAN segmentation in security 

zones.  

 1. Configure ACLs to prevent port scanning.  

 2. DHCP attack simulation using Yersinia or bettercap.  

 3. Simulate brute-force login and analyze logs in Fail2Ban/syslog  

 4. Simulate VLAN separation and test access control. 

15 

Total Hours 75 

 Text Books 

1 
James F. Kurose and Keith W. Ross (2013), Computer Networking: A Top-Down Approach, Pearson 

Education, 6
th

 Edition. 

2 
Behrouz A. Forouzan (2007), Data Communications and Networking, McGraw-Hill Companies, 

Incorporated. 

3 Andrew S. Tanenbaum & David J. Wetherall (2011), Computer Networks, Prentice Hall, 5
th

  Edition. 

4 
Lisa Bock (2019), Learn Wireshark: Confidently navigate the Wireshark interface and solve real-

world networking problems, Packt Publishing Ltd. 

5 William Stallings (2007), Network Security Essentials, Prentice Hall, 3
rd

  Edition 

6 
Kevin R. Fall and Martin L. Stevens (2019), TCP/IP Illustrated, Volume 1: The Protocols 

AddisonWesley Professional,2
nd

  Edition. 

7 Gary A. Donahue (2011), Network Warrior, O'Reilly Media, 2
nd

  Edition. 

8 
Jazib Frahim, Omar Santos, Andrew Ossipov (2019),Cisco ASA: All-in-one Next-Generation 

Firewall, IPS, and VPN Services, CISCO Press,3
rd

  Edition. 
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Reference Books 

1 
Wendell Odom (2013), CCNA Routing and Switching 200-120 Official Cert Guide Library, 

CISCO Press,1
st
  Edition 

2 
Chris Sanders (2011), Practical Packet Analysis: Using Wireshark to Solve Real-World 

Network Problems, No Starch Press, 2
nd

  Edition 

3 Laura Chappell (2012), Wireshark Network Analysis, 2
nd

  Edition. 

4 Doug Barth, Evan Gilman (2017), Zero Trust Networks, O'Reilly Media, 1
st
  Edition 

Web Resources (Swayam / NPTEL Courses) 

1 https://onlinecourses.swayam2.ac.in/cec24_cs09/preview 

2 https://onlinecourses.nptel.ac.in/noc24_ee46/preview 
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Course Code Course Name Category Hours / Week Credits 

25BCY16A 
Linear Algebra and Discrete 

Mathematics 
Allied 4      3 

  

 Course Objectives 

 The Course intends to cover 

 The computational techniques and algebraic skills essential for the study of systems of 

linear equations and matrix algebra. 

 The fundamental concepts and tools in discrete mathematics with emphasis on their 

applications to computer science. 

  

 Course Learning Outcomes 
 On the successful completion of the course, students will be able to 

CLO                                    CLO Statements 
Knowledge 

Level 

CLO1 Remember the concept and basic operations of matrices. K1 

CLO2 
Describe various types of graphs and their representations in 

computer memory. 
K2 

CLO3 
Apply the concepts of connectives and tautological implications 

in data analysis. 
K3 

CLO4 Apply the concepts of Boolean algebra and lattices. K3 

CLO5 
Develop regular expressions and finite automata for recognizing 

regular languages. 
K3 

K1- Remember; K2 - Understand;  K3 -Apply; 

   

 CLO – PLO Mapping 

CLOs/PLOs PLO1 PLO2 PLO3 PLO4 PLO5 

CLO1 2 2 2 2 3 

CLO2 3 2 3 3 2 

CLO3 3 2 3 3 2 

CLO4 3 3 3 3 3 

CLO5 3 3 3 3 2 

3 - Substantial (high)                   2 - Moderate (medium)                  1 - Slight (low) 
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Allied I- Linear Algebra and Discrete Mathematics 

  

Unit Details 
No. of 

Hours 

I 

Matrix: Introduction- Transpose- Properties of Transpose-Determinants-

Inverse of a Matrix- Solving Simultaneous linear equations by matrix 

method-Rank of a Matrix- Characteristics roots and vectors. 

12 

II 

Graph Theory: Basic terminology - Paths, cycle and connectivity - Sub 

graphs - Types of graphs - Representation of graphs in computer memory - 

Trees - Properties of trees - Binary trees - Traversing Binary trees - Computer 

representation of general trees. 

12 

III 
Mathematical Logic: Propositional calculus - Basic logical operations -

Tautologies- Contradiction- Argument- Method of proof- Predicate calculus. 
12 

IV 

Boolean algebra and Lattices: Boolean algebra – Basics theorems on 

Boolean Algebra – Lattices -Duality-Types of lattices -join reducible 

elements. 

12 

V 

Languages: Operations on languages - Regular Expressions and regular 

languages - Grammar – Types of grammars - Finite state machine - Finite 

state automata. 

12 

Total  Hours 60 

Text Books 

1 

Navanitham, P.A(2023), “Business Mathematics & Statistics”, Jai Publishers, Trichy. 

Unit I: Chapter   4    P.No. :147-190  

P.R.Vittal  (2012) “Allied Mathematics”, 6
th

 Edition, Margham Publishers. 

Unit I: Chapter 5:     P.No.: 5.50-5.75 

2 

J.K. Sharma, (2022),” Discrete Mathematics”,2
nd

 Edition, Macmillan India Ltd. 

Unit II:  Chapter 9       Section 9.1 – 9.5, 9.8 

               Chapter 10    Section 10.1 -10.3, 10.6, 10.8 

Unit III:  Chapter 12    Section 12.1 – 12.3, 12.8 ,12.9,12.11,12.12, 12.14 

Unit IV:  Chapter13   Section 13.1-13.3 

                Chapter14    Section 14.1 -14.5 

Unit V:   Chapter 15    Section  15.3 – 15.7        

Reference Books 

1 
K. Sankara Rao (2018), Numerical Methods for Scientists and Engineers, Prentice Hall 

India. 

2 
J. P. Tremblay, R. Manohar (2002), Discrete Mathematics Structures with Applications to 

Computer Science, McGraw Hill International Edition. 

Web Resources (Swayam / NPTEL) 

1. https://archive.nptel.ac.in/courses/111/106/111106086/ 
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Course Code Course Name Category Hours / Week Credits 

25ENV1FC Environmental  Studies FC - I 2 2 

 

Unit Content 

I 
  The Multidisciplinary nature of environmental studies Definition; Scope and importance,     

Need for public awareness. 

 

 

II 

Natural Resources: 

Renewable and non-renewable resources: 

Natural resources and associated problems. 

- Forest resources: Use and Over-exploitation, deforestation, case studies. Timber 

extraction, mining, dams and their effects on forests and tribal people. 

- Water resources: Use and over-utilization of surface and ground water, floods, 

drought, conflicts over water, dams benefits and problems. 

- Mineral resources: Use and exploitation, environmental effects of extracting and using 

mineral resources, case studies. 

- Food resources: World food problems, changes caused by agriculture and overgrazing, 

effects of modern agriculture, fertilizer-pesticide problems, water logging, salinity, 

case studies. 

- Energy resources: Growing energy needs, renewable and non-renewable energy 

sources, use of alternate energy sources, Case studies. 

- Land resources: Land as a resource, land degradation, man induced landslides, soil 

erosion and desertification. 

Role of an individual in conservation of natural resources. Equitable use of resources for 

sustainable lifestyles. 

III 

Ecosystems 

- Concept of an ecosystem. 

- Structure and function of an ecosystem. 

- Producers, consumers and decomposers. 

- Energy flow in the ecosystem. 

- Ecological succession. 

- Food chains, food webs and ecological pyramids. 

- Introduction, types, characteristic features, structure and function of the following 

ecosystem:  

a. Forest ecosystem 

b. Grassland ecosystem 

c. Desert ecosystem 

d. Aquatic ecosystems (ponds, streams, lakes, rivers, oceans, estuaries) 
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Unit Content 

IV 

Biodiversity and its Conservation 

- Introduction-Definition: genetic, species and ecosystem diversity. 

- Bio geographical classification of India. 

- Value of biodiversity: consumptive use, productive use, social, ethical, 

aesthetic and option values. 

- Biodiversity at global, National and local levels. 

- India as a mega-diversity nation. 

- Hot-spots of biodiversity. 

- Threats to biodiversity: habitual loss, poaching of wildlife, man-wildlife 

conflicts. 

- Endangered and endemic species of India. 

- Conservation of biodiversity: In-situ and Ex-situ conservation of biodiversity. 

V 

Environmental Pollution Definition 

- Causes, effects and control measures of: - 

a. Air pollution 

b. Water pollution 

c. Soil pollution 

d. Marine pollution 

e. Noise pollution 

f. Thermal pollution 

g. Nuclear hazards 

- Solid waste Management: Causes, effects and control measures of urban and 

industrial wastes. 

- Role of an individual in prevention of pollution. 

- Pollution case studies. 

- Disaster management: floods, earthquake, cyclone and landslides. 
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Unit Content 

 

 

 

 

 

 

 

VII 

Human Population and the Environment 

- Population growth, variation among nations. 

- Population explosion-Family welfare Programme. 

- Environment and human health. 

- Human Rights. 

- Value Education. 

- HIV/AIDS. 

- Women and Child Welfare. 

- Role of information Technology in Environment and human health. 

- Case Studies. 

Biosafety and Biosecurity 

The basic principles of biosafety. 

- Biological hazards and assess risk in laboratory settings. 

- Biosafety protocols to minimize risks associated with biological agents. 

- Role of biosafety in the protection of public health, environment, and nationalsecurity. 

- The theoretical knowledge as well as practical applications to prepare learners for real-

world biosafety challenges. 

1. Introduction to Biosafety 

- Definition and importance of biosafety. 

- Historical perspective on biosafety incidents. 

- Biosafety vs. biosecurity: Key differences. 

2. Biological Hazards and Risk Assessment 

- Classification of biological agents (e.g., bacteria, viruses, fungi, parasites). 

- Risk assessment methodology: Identifying hazards, evaluating risks, and control 

measures. 

3. Biological Waste Management 

- Types of biological waste: Solid, liquid, sharps, etc. 

- Waste disposal techniques: Autoclaving, incineration, chemical disinfection. 

- Environmental impact and regulations surrounding waste management. 

4. Standard Operating Procedures (SOPs) and Safety Practices 

- Developing and implementing SOPs for laboratory safety. 

- Practices for handling, storing, and disposing of biological materials. 

 

 

VIII 

Field Work (Practical). 

- Visit to a local area to document environmental assets-river/forest/grassland/ 

hill/mountain. 

- Visit to a local polluted site-Urban/Rural/Industrial/Agricultural. 

- Study of common plants, insects, birds. 

- Study of simple ecosystems-pond, river, hill slopes, etc. 

                                                                                                                       Total Hours 30 
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  Web Resources 

1. https://www.ugc.gov.in/oldpdf/modelcurriculum/env.pdf 

2. 
Biosafety in Microbiological and Biomedical Laboratories (CDC, NIH). (BMBL) 6

th
 

Edition 

3. Sateesh, M. K. (2010). Bioethics and Biosafety. New Delhi: I. K. International Pvt Ltd. 

4. 

Additional Readings: Relevant journal articles, government publications, and guidelines (e.g., 

WHO, CDC, European Union, etc.). 

https://www.iberdrola.com/innovation/what-is-biosafety 
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Course Code Course Name Category Hours / Week Credits 

25SOF1AE Soft Skills AECC - I 2 2 

 

Course Objective 

The course intends to cover 

 The essential soft skills that is crucial for success in today's dynamic and 

interconnected workplace. 

 

Course Learning Outcomes 

On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 
Understand the comprehensive skills to participate actively in 

conversation, writing short texts with expression 
K1, K2, K3 

CLO2 
Infer the cohesive devices to describe and discuss any objects, 

pictures using compound, complex sentence forms. 
K2, K3 

CLO3 
Comprehend the logic in the given situation to organize the ideas to 

write formal and informal letters. 
K2, K3 

CLO4 

Understand the given material to organize it in a logical sequence to 

present a paragraph with main and supporting ideas with concluding 

sentences. 

K3 

CLO5 
Present valuable ideas in conversation to emulate the main ideas and 

key points in short essays. 
K3 

K1 - Remember; K2 - Understand; K3 - Apply; 
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Ability Enhancement Compulsory Course - I: Soft Skills 

Module Unit                                                Details 
No. of 

Hours 

Presentation Skills 

I 

 

1 

Getting to Know You: Grammar: Introduction to Tenses, 

Everyday English, Role-Play. Reading Activity: Different ways of 

communication. Activities: Fill in the blanks (Listening), 

Self Introduction (Speaking). 

6 

 

2 

My Day: Grammar: Present simple positive & negative/Adverbs of 

Frequency, Vocabulary & Speaking about Daily Activities. 

Listening:  Observe and Answer/Telling the time.  Activities: 

Reading & Writing: Describe where you live. 

 

3 

Your World: Grammar: Possessive determiners. Listening: 

Positive & negative contractions. Reading & Writing: Personal 

profile. Activities: Talk about countries, nationalities (Vocabulary 

& Speaking). 

 

4 

The World of Work: Grammar: Yes/No & Wh Questions. 

Vocabulary & Speaking: Jobs. Listening: Recognize the schwa 

sound. Activities: Opening and closing an email (Reading 

& Writing). 

 

5 

Places and Things: Grammar: There is / there are, articles. 

Vocabulary & Speaking: Talk about rooms & furniture. Listening: 

Directions. Reading & Writing: Imperatives. 

 

6 

24 Hours: Grammar: Likes & Dislikes. Vocabulary & Speaking: 

Speak about hobbies and interests. Reading: Match the photos with 

descriptions.  Writing:  Write comp l e t e  sen tence  us in g  

p rompt .  Activities: Observe & answer (Listening). 

 Practice: Listening & Speaking Presentations - Talking about how 

you learn – Understanding key information in a presentation 

–Writing sentences about you. 

Confidence 

II 

1 

Clothes and Shopping: Grammar: Modal verbs/Adverbs of 

Frequency/Adjectives and Adverbs. Vocabulary & Speaking: 

Shopping. Reading & Writing: Product Review. Activities: 

Observe& answer (Listening). 

6 

2 

Travel & Transport: Grammar: Past simple questions. 

Vocabulary & Speaking: Talk about holidays. Listening: At the 

train station. Activities: Email - A perfect holiday (Reading & 

Writing). 

3 

Health & Fitness: Grammar: Past simple irregular verbs; 

Listening: Listen & Answer; Reading & Writing: Time sequencers; 

Activities: Talk about a healthy lifestyle (Vocabulary & Speaking) 

4 

Music: Grammar: Present perfect simple; Vocabulary & Speaking: 

Survey about music; Listening: Listen two people talk about music; 

Activities: Use adjectives and create sentences (Reading) 

 

5 

Let’s go shopping: Vocabulary & Speaking: Town Survey; 

Listening: Listen and answer; Reading & Writing: Read and 

match; Activities: Countable & Uncountable (Grammar) 

 Practice: Writing a personal statement. 

38



 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

Creativity 

III 

1 

Cooking & Eating: Grammar: Some & Any, Quantifiers. 

Vocabulary & Speaking about Food & Drink. Activities Kitchen 

conversation (Listening). Reading an article & answering. 

6 

2 

Survival: Grammar: Comparison of adjectives. Activities 

Describing people (Speaking and Vocabulary). Listening to an 

audio & Answering. Reading & Writing: Read and Answer. 

3 
Working Together: Grammar: Verb + Noun phrases. 
Activities Technology (Vocabulary & Speaking). Listening: Listen 
& Answer. Reading & Writing: Notice. 

4 

Music: Grammar: Present perfect simple. Activities Survey about 

music (Vocabulary & Speaking). Listen to two people talking 

about music (Listening). Reading: Use adjectives and create 

sentences. 

5 

Culture and Arts: Grammar: Present perfect. Vocabulary 

& Speaking activity: Speak on the phone. Activities: Listen 

and answer. Reading & Writing activity: Review. 

 Practice: Writing comparison sentences & paragraphs. 

Problem-Solving 

IV 

1 

Do’s and Don’ts: Grammar, Modal Verbs. Activities Roleplay 

(Speaking). Holidays in January (Listening). Reading an article 

& answering. 

6 

2 

Body: Grammar: First conditional. Vocabulary & Speaking about 

Personality & Appearance. Activities Conversations about 

personality (Listening), Reading & Writing: Read and Answer 

about your skills. 

3 

Speed: Grammar: Present simple passive. Vocabulary & Speaking 

about relationships. Listening: Listen & Answer. Reading and 

Error spotting. 

4 

Work: Grammar: Adverbs of manner. Vocabulary & Speaking 

about work advice. Listening: Observe & Answer; Reading: Read & 

check your ideas. 

 Practice: Writing argumentative and descriptive essays. 

Critical Thinking 

V 

1 

Influence: Grammar: would / past habits. Listening: Sentence 

Correction. Activities Your inspiration (Speaking). Picture 

description (Reading).Rewrite the sentences (Writing). 

6 
2 

Money: Grammar: Second conditional. Activities: Radio 

programme (Listening). Talk about games (Speaking). Reading & 

Writing: Fill in the blanks. 

3 

Things that changed the world: Grammar: articles. Activities: 

Talk about chewing gum (Speaking & Listening). Reading & 

Writing: Read and write a book review. 

         Practice: Writing Emails, reports and proposals. 

 Total Hours 30 
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Components for Internal Assessment and 

Distribution of Marks for CIA and ESE (Theory) 
 

Max 

Marks 
Marks for Components for CIA 

100 
CIA ESE CIA Model Attendance 

Active 

Engagement 
Total 

25 75 
Actual Weightage Actual Weightage 

5 5 25 
50 5 75 10 

 

  Question Paper Pattern 

Component 
Duration 

in Hours 

Section A Section B Section C 

Total 
Type of 

Question 
No. of 

Questions 
Marks 

Type of 

Question 
No. of 

Questions 
Marks 

Type of 

Question 
No. of 

Questions 
Marks 

CIA  2 MCQ 8 8x1=8 Either or 3 3x6=18 Either or 3 3x8=24 50 

Model 
Exam / ESE 

3 MCQ 10 10x1=10 Either or 5 5x5=25 Either or 5 5x8=40 75 

      

Components for Internal Assessment and  

Distribution of Marks for CIA (Lab) 
 

Max Marks 

Marks for Components for CIA 

CIA ESE Test Model 
    Experiments 

   / Programs 
Observation Total 

100 40 60 
Actual Weightage Actual Weightage Marks 

5 40 
50 10 60 15 10 

Examination Pattern 

Component Duration in Hours 

Marks 
Total 

Marks Practical 

Exam  
Record Weightage 

Test 2 50 - 10 50 

Model 3 60 - 15 60 

Experiments - - - 10 10 

Observation - - - 05 05 

Total Marks - CIA 40 40 

ESE 3 50 10 - 60 
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Components for Internal Assessment and  

Distribution of Marks for CIA (Foundation Course -Theory) 
 

Max 

Marks 
Marks for Components for CIA 

50 

CIA ESE CIA Model 

Total  

50 

 

- 

Actual Weightage Actual Weightage 

50 25 50 25 50 

 

   Question Paper Pattern 

Duration in Hours Mode of Exam Type of Questions No. of Questions Marks 

2 Offline Open Choice 5 (Out of 8) 5 x 10=50 

 

 

Components for and Distribution of Marks for ESE (Theory) 

Ability Enhancement Compulsory Courses (AECC) 

& 

Question Paper Pattern 
 

Duration in Hours Mode of Exam Type of Questions No. of Questions Marks 

2 Online MCQ 50 50x1=50 
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Semester 2 
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                                                Semester – 2 

Course Code Part 
Course 

Category 
      Course Name 

 

Hours/ 

Week 

Examination 

Credits Duration 

in Hours 

Max Marks 

CIA ESE Total 

25TAM21L I 

Language - II 

Tamil – II 

4 3 25 75 100 3 
25HIN21L I Hindi – II 

25MAL21L I Malayalam – II 

25FRE21L I French – II 

25ENG22L II English – II English – II 4 3 25 75 100 3 

25BCY23C III Core – III Java Programming 5 3 25 75 100 4 

25BCY24P III Core Lab - II 
Java Programming 
Lab 

4 3 40 60 100 2 

25BCY25C III Core – IV 

Security Fundamentals 

with Linux  Operating 

System 

5 3 25 75 100 4 

25BCY26A III Allied – II 
Optimization 

Techniques 
4 3 25 75 100 3 

25HUM2FC/ 
IV FC – II 

Human Rights/  
2 2 50 - 50 2 

25DIM2FC Disaster Management 

25IDT2AE 

IV AECC – II 

Innovation & Design 

Thinking  

2 2 - 50 50 2 25IPR2AE 
Intellectual Property 

Rights 

25END2AE 
Entrepreneurship 

Development 

             Total 30    700 23 
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Course Code Course Name Category Hours / Week Credits 

25TAM21L Tamil – II Language - I 4 3 

Course Objectives 

The Course intends to cover 

 தமிழ் இலக்கியம் கற்பதன் மூலம் நொகொிகம் மற்றும் பண்பொட்யைப் 

புொிந்துககொள்ளுதல். 

 தனிப்பட்ை வளர்ச்சி, பயைப்பொற்றல் திறயன வளர்த்தல். 

 வொழ்வியல் அறங்கயளக் கற்றல் மற்றும் வொழ்யவச் கசழுயமயொக்க உதவும் 

நன்கனறிகயள அறிதல். 

 

Course Learning Outcomes 

On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 
அற இலக்கியங்கள் வழி வொழ்வியல்  ஒழுக்கங்கயளப் 

பின்பற்றுதல் 
K1 - K3 

CLO2 பக்தி இலக்கியங்கள் வழி பக்தி கநறிகயள உணர்தல். K1 - K3 

CLO3 
உயைநயை இலக்கிய பயைப்பொளர்களின் சிந்தயனகயளக் கற்று 

பின்பற்றுதல் 
K1 - K3 

CLO4 
தமிழ் இலக்கிய வைலொற்றில் அற இலக்கியம் மற்றும் 

உயைநயையின் தொக்கம் குறித்து அறிதல் 
K1- K3 

CLO5 இலக்கணங்கயளக் கற்று பியழயின்றி எழுதுதல். K1 - K3 

K1 - Remember; K2 - Understand; K3 – Apply 

 

 

 

44



 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

 

Unit Content 
No. of 

Hours 

I 

(அறம்) 

1. திருக்குறள்(மூன்று அதிகொைங்கள்) 

 புகழ் 

 வியன கசயல்வயக 

 கநஞ்கசொடு கிளத்தல் 

2. திொிகடுகம்(10, 16, 19, 26, 42 பொைல்கள் மட்டும்) 

3. பழகமொழி நொனூறு( 2,7,21,54,69,119,130,184,267,375  

பொைல்கள் மட்டும்) 

14 

II 

(பக்தி) 

1. தொயுமொனவர் பொைல்கள்(பைொபைக் கண்ணி முதல் 10 பொைல்கள்) 

2. உமர்கயொம் பொைல்கள் (தனிப்பொைல்கள்) -  கவிமணி 

ததசிகவிநொயகம் பிள்யள 

3. வள்ளலொர் பொைல்கள்(திருவருட்பொ – வள்ளலொர் விண்ணப்பம்) 

4. இதயசுகொவியம் - மயலப்கபொழிவு    -         கண்ணதொசன் 

5. சித்தர் பொைல் - சிவவொக்கியொர் பொைல்   

14 

III 

(கயல மற்றும் பண்பொடு ) 

1. அறம் எனப்படுவது   -  அமுதன் 

2. ஏட்டில் எழுதொ இலக்கியம்   - ஒளயவ துயைச்சொமி 

3. கீழடி      - கதொல்லியல் துயற, கவளியீடு  

4. மனம் எனும் கசொர்க்கவொசல் -    ைொக்ைர் எம்.எஸ்.உதயமூர்த்தி 

5. ஆளுயமத் திறன்   -  அறிவுக்கதிர். அைசுப்பணி சிறப்பிதழ் 

12 

IV 

(இலக்கிய வைலொறு) 

1. பதிகனண் கீழ்க்கணக்கு நூல்கள் 

2. உயைநயையின் ததொற்றமும் வளர்ச்சியும் 

10 
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Unit Content 
No. of 

Hours 

V 

(இலக்கணம்) 

1. கசொல்லின் வயககள் 

2. தவற்றுயமத் கதொயககள் 

3. பகுபத உறுப்புகள் 

10 

Total Hours 60 

 

Reference Books 
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தபைொ. முயனவொா் பொக்கியதமொி, (2022, 6-ம் பதிப்பு), வயகயம தநொக்கில் தமிழ் 

இலக்கிய வைலொறு, நியூகசஞ்சுொி புக் ைவுஸ்(பி). லிட். 

8 
ைொக்ைர் உதயமூர்த்தி எம். எஸ்.(2016, முதல் பதிப்பு), எண்ணங்கள், கவளியீடு  

கங்யக  புத்தக நியலயம். 

9 
புலவர்.கபொன்மணிமொறன், (2011, முதல் பதிப்பு) அதைொன் தமிழ் இலக்கணத் 

கதொகுப்பு, அருண் பப்ளிஷிங். 

10 
குமைன் தகொ (2010, முதல் பதிப்பு), தமிழ் இலக்கணம் எளிய அறிமுகம் , சந்தியொ 

பதிப்பகம். 
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Course Code Course Name Category Hours / Week Credits 

25HIN21L Hindi - II Language - I 4  3 

Course Objectives 

The Course intends to cover: 

 A basic understanding of contemporary poetry can be gained and the nature of 

modern poetry can be realized. 

 Realizing the nature of drama and its nature and improving the knowledge of reading 

and understanding the nature of contemporary plays. 

 Understands the benefits of correspondence and can enhance the correspondence you 

need. 

 Translation is especially useful for translating from Hindi to English 

Course Learning Outcomes 

On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 Get a basic understanding of renewal poetry and the essence of the poem K1 

CLO2 It is possible to understand the genre of Drama K2 

CLO3 Translating skill improved specially from English to Hindi K2, K3 

CLO4 Knowledge is gained by using phrases and idioms K3 

CLO5 Learners can express opinion in small sentences K4 

K1 - Remember; K2 - Understand; K3 – Apply; K4 - Analyse 

 

Unit Content 
No. of 

Hours 

I Modern Poetry : Panchvati By Mythli Sharan Gupt 14 

II 

One Act Play: Ekaniki Piyush 

1. Owrangjeb ki aakirirath– Ramkumar varma  

2. Ek din - Lakshminarayan Misra              3. Vapasi - Vishnuprabhakar 

4. Badsurath rajkumari – Krishnachandra   5. Aakket – Harijeeth 

14 

III 
Letter Writing : (Leave Letter, Job Application, Ordering Books, Letter to 

Publisher, Personal Letter) 
12 

IV 

Conversation:(Doctor & Patient, Teacher & Student, Storekeeper & Buyer, 

Two Friends, Booking Clerk & Passenger at Railway Station, Auto rickshaw 

driver and Passenger)Ref : Bolchal Ki Hindi Aur Sanchar by Dr. Madhu 

Dhavan Vani Prakashan, New Delhi. 

10 

V Translation: Hindi-English only Lessons – 1-15 only Anuvadh Abyas -III 10 

Total Hours 60 

Text Book 

1. 
Luca Giachino, Carla Baracco, Romain Chrétien(DELF), (2022), Nouvelle Génération A1, 

 Didier FLE 

Reference Books 

1. Kavya Parasar, Dr.Bolanath,(2018) Jawahar Pusthakalay, Sadar Bazaar,Mathura-U.P.281001. 

2. Sone ki Varsha (2020) Dakshin Bharat Hindi Prachar Sabha, Chennai – 600 017 
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Course Code Course Name Category Hours / Week Credits 

25FRE21L French - II Language - I 4  3 

Course Objectives 

The course intends to 

 Understand and use familiar everyday expressions and basic phrases aimed at the 

satisfaction of concrete needs. 

 Recognize key aspects of Francophone cultures such as greetings, etiquette, daily life, 

and basic geography of French-speaking countries. 

 Write short, simple texts such as postcards, emails, or short descriptions about 

themselves and their immediate environment. 

 Construct simple sentences using correct word order and basic vocabulary. 

 Develop sensitivity to cross-cultural differences in communication and social 

practices. 

 Read and understand short, simple texts such as personal messages, advertisements, 

menus, and schedules. 

Course Learning Outcomes 
On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 
Improve all the four French language skills (speaking, listening, 

reading, and writing) (Effective communicators) 
K1 

CLO2 
Comprehend French and other Francophone nations' cultures and 

civilizations. 
K2 

CLO3 
Comprehend the fundamentals of language structure, vocabulary, 

grammar, and phonetics (language skill). 
K3 

CLO4 The French DELF-A1 Certification is appreciated. K3 

CLO5 Developing Communication Skills K4 

K1 - Remember; K2 - Understand; K3 – Apply; K4-Analyse 

 

Unit Content 
No. of 

Hours 

I Portraits(pg 50-60) Grammaire: pg(140-144) 14 

II Communication(pg 61-65) Grammaire: pg(145-146) 14 

III Temps Libre(pg 66-68) Grammaire: pg(147) 12 

IV Mots Et Expressions((pg 69-76) Grammaire: pg(148-151) 10 

V Communication(pg 77-81) Grammaire: pg(152-155) 10 

  Total Hours 60 

Text  Book 

1. 
Luca Giachino, Carla Baracco, Romain Chrétien(DELF), (2022), Nouvelle Génération 

A1, Didier FLE. 

Reference Book 

1. Nathalie Hirschsprung, Tony Tricot, (2017) Cosmopolite, Hachette. 

 

48



 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

 

Course Code Course Name Category Hours /Week Credits 

25ENG22L English-II Language - II 4 3 

 

Course Objectives 
The course intends to cover 

 The literary elements in poetry. 

 The critical contemplation and writing in styles of prose texts. 

 The modernist techniques and ethics in the narratives of short stories. 

 The interpersonal skills essential in the work environment. 

 

  Course Learning Outcomes 
  On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 
Identify the common techniques underlying free verse and traditional 

forms of poetry for crafting poems. 
K1 

CLO2 
Understand humour in prose texts psychologically to master the 

oratory skills. 
K2 

CLO3 Employ empathy and morale in diplomatic Day-to-day circumstances. K3 

CLO4 Strengthen the writing skills for documentation. K3 

CLO5 Demonstrate flexibility and mobility in the sequel LSRW Skills. K3 

K1 - Remember; K2 - Understand; K3 - Apply 
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Language II - English II 

Unit Content 
No. of 

Hours 

I 

Poetry: Motherhood 

1. My Grand Mother’s House – Kamala Das 

2. Of mother, among others things – A.K Ramanujam 

3. Night of the Scorpion – Nissim Ezekiel 

12 

II 

Prose: Humour 

1. With The Photographer – Stephen Leacock 

2. Travel by Train – J.B.Priestley 

3. On Forgetting – Robert Lynd 

12 

III 

Short Stories: Integrity 

1. The taxi driver – K.S. Duggal 

2. A Retrieved Reformation- O Henry 

3. Kabuliwala - Rabindranath Tagore 

12 

IV 

Language Competency : Vocabulary 

1. Homonyms, Homophones, Homographs Portmanteau words 

2. Verbs and Tenses, Subject Verb Agreement 

3. Error Correction Vocabulary : Synonyms, Antonyms, Word Formation  

12 

V 

English for Communication 

1.   Listening with courtesy and adding ideas and giving opinions during the meeting  

and making concluding remarks 

2.  Participating in a meeting: face to face and online 

3.  Reading news and weather reports     

4.   Preparing first drafts of short assignments .      

12 

Total Hours 60 

Text Books 

1. Ezekiel Nissim, 1989 .Collected Poems 1952-1988. Oxford University Press. 

2. Hewings, M. (2000). Advanced English Grammar. Cambridge. University Press. 

Reference Books 

1. Bakshi, S.P. & Sharma, R. (2019). Descriptive English. Arihant Publications (India) Ltd. 

2. 
Cameron S & Dempsey L. (2019). The Reading Book: A Complete Guide to Teaching 

Reading. S & L. Publishing. 

3. Sherman B. (2014) Skimming and Scanning Techniques. Liberty University Press. 

Web Resources (Swayam / NPTEL) 

1. https://nptel.ac.in/courses/109103020 
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 Course Objectives  
 The Course intends to cover:  

 Fundamentals of Object-Oriented Programming in Java.  

 AWT controls, Event Handling, Swing and Graphical User Interface (GUI) concepts 
and Spring Boot.  

Course Learning Outcomes  
On the successful completion of the course, students will be able to 

 

CLO – PLO Mapping  

 

Course Code Course Name Category Hours / Week Credits 

25BCY23C Java Programming Core-III 5 4 

CLO CLO Statements 
Knowledge 

Level 

CLO1 Remember object-oriented features to build simple applications. K1 

CLO2 
Understand the concept of Inheritance, Packages, Interfaces and 

Exception Handling. 
K2 

CLO3 Apply multithreaded programming and file handling concepts. K3 

CLO4 
Understand the fundamental concepts of AWT controls, layouts and 

events to demonstrate the user-driven interactive applications. 

 

 

CLO5 
Develop GUI Applications using Swing in Java, develop simple 
Application using Spring Boot. 

K3 

K1 - Remember; K2 - Understand; K3 – Apply 

CLOs/PLOs  PLO1  PLO2  PLO3  PLO4  PLO5 

CLO1  3  2  2  2  1 

CLO2  3  2  2  2  1 

CLO3  3  3  3  3  1 

CLO4  3  3  3  3  1 

CLO5  3  3  3  3  1 

3 - Substantial (high)  2 - Moderate (medium)  1 - Slight (low) 
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Core - III: Java Programming  

Unit Content 
No. of   

Hours 

I 

Introduction: Review of Object-Oriented concepts – History of Java - Java  

buzzwords - JVM architecture – Data types – Variables - Scope and lifetime of  

variables – arrays – operators – control statements – type conversion and casting 

– Simple Java program – constructors – methods – Static Block - Static Data – 

Static  Method String and String Buffer Classes. 

15 

II 

Inheritance: Basic concepts - Types of inheritance - Member access rules - 

Usage  of this and Super keyword - Method Overloading - Method overriding - 

Abstract  classes - Dynamic method dispatch - Usage of final keyword. Packages:  

Definition - Access Protection - Importing Packages - Interfaces- Definition – 

Implementation – Extending. Exception Handling: try –catch - throw - throws –  

finally – Built–in exceptions - Creating own Exception classes. 

15 

III 

Multithreaded Programming: Thread Class - Runnable interface - 

Synchronization – Using synchronized methods – Using synchronized statement 

- Interthread Communication – Deadlock. I/O Streams: Concepts of streams -

Stream  classes - Byte and Character stream - Reading console Input and Writing 

Console  output - File Handling. 

15 

IV 

AWT: Overview of AWT - Swing: Introduction to Swing - Hierarchy of swing 

components. Containers-Top level containers - JFrame - JWindow – Jdialog 

JPanel - JButton – JtoggleButton - JCheckBox - JRadioButton - JLabel, 

JTextField - JTextArea - JList - JComboBox - JScrollPane. Event Handling - 

Events – Event sources - Event Listeners - Event Delegation Model (EDM) - 

Handling Mouse and Keyboard Events – Adapter classes - Inner classes. 

15 

V 

JavaFX: Introduction to JavaFX, Setting the Scene, Hello World- Spring Boot: 

Fundamentals of Spring Boot-Spring vs Spring Boot-Spring Boot Architecture-

Develop Spring Boot Application step by step-Run Spring Boot Application-

Creating first Spring Boot application. Introduction to Python-Basics of Python. 

15 

Total Hours  75 

Text Books 

1. 
Herbert Schildt (2017), The Complete Reference, Tata McGraw Hill, New Delhi, 9

th 

Edition.  (Unit – I, II, III, IV, V) 

2. E.Balagurusamy (2023), Programming with Java, Tata McGraw Hill, New Delhi, 7
th 

Edition. 

3. 
Ashish Sarin, J. Sharma (2017), Getting Started with Spring Framework, 

CreateSpace  Independent Publishing Platform. 
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Reference Books 

1. 
Y. Daniel Liang (2018), Introduction to Java Programming, Pearson Education, India, 10

th
 
 

Edition. 

2. 
Kathy Sierra, Bert Bates, Trisha Gee (2022), Head First Java. O. Reilly Publications,  3

rd 

Edition 

Web Resources (Swayam / NPTEL) 

1. https://onlinecourses.nptel.ac.in/noc22_cs47/preview 

2. https://onlinecourses.nptel.ac.in/noc20_cs84/preview 
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Course Code  Course Name  Category  Hours / Week  Credits 

25BCY24P   Java Programming  Lab Core Lab-II  4  2 

 

S. No.  List of Programs 

1 Basic Java programs. 

2 
Java program that prompts the user for an integer and then prints out all the prime  

numbers up to that Integer. 

3 Java program to multiply two given matrices. 

4 Java program that displays the number of characters, lines, and words in a text. 

5 
Generate random numbers between two given limits using Random class  and print 

messages according to the range of the value generated. 

6 

Java program to do String Manipulation using Character Array and perform the  following 

string operations:  

a) String length b) Finding a character at a particular position  

c) Concatenating two strings. 

7 
Java program to perform the following string operations using String class: a) String 

Concatenation b) Search a substring c) To extract substring from the given 

8 
Java program to perform string operations using the String Buffer class: a) Length of a 

string b) Reverse a string c) Delete a substring from the given string. 

9 

Java program that implements a multi-thread application that has three threads. The  first 

thread generates a random integer every 1 second and if the value is even, the  second 

thread computes the square of the number and prints. If the value is odd, the  third thread 

will print the value of the cube of the number. 

10 
Threading program that uses the same method asynchronously to print the numbers 1  to 

10 using Thread1 and to print 90 to 100 using Thread2. 

11 

Java program to demonstrate the use of the following exceptions.  

a) ArithmeticException  

b) NumberFormatException  

c) ArrayIndexOutofBoundException  

d) NegativeArraySizeException 

12 

Java program that reads on file name from the user, then displays information about  

whether the file exists, whether the file is readable, whether the file is writable, the  type 

of file, and the length of the file in bytes. 
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S. No.  List of Programs 

13 
Java program to accept a text and change its size and font. Include bold italic options. Use 

frames and controls. 

14 
Java program that handles all mouse events and shows the event name at the center of  the 

window when a mouse event is fired. (Use adapter classes). 

15 

Java program that works as a simple calculator. Use a grid layout to arrange buttons  for 

the digits and for the +, -, *, and % operations. Add a text field to display the  result. 

Handle any possible exceptions like divide by zero. 

16 

Java program that simulates a traffic light. The program lets the user select one of  three 

lights: red, yellow, or green with radio buttons. On selecting a button, an  appropriate 

message with “stop” or “ready” or “go” should appear above the buttons  in a selected 

color. Initially there is no message shown. 

Total Hours  60 

Text Books 

1. 
Herbert Schildt (2017), The Complete Reference, Tata McGraw Hill, New Delhi, 
9

th
Edition 

2. 
E. Balagurusamy (2023), Programming with Java, Tata McGraw Hill, New 
Delhi,7

th
Edition. 

Reference Books 

1. 
Cay S. Horstmann (2007), Gary Cornell, Core Java, Volume I– Fundamentals,  rentice 
Hall, 8

th 
Edition. 

2. 
Kathy Sierra, Bert Bates, Trisha Gee (2022), "Head First Java", (Grayscale Indian  
Edition) O‟Reilly Publications, 3

rd 
Edition. 

Web Resources (Swayam / NPTEL) 

1.  https://onlinecourses.nptel.ac.in/noc22_cs47/preview 

2.  https://onlinecourses.nptel.ac.in/noc20_cs84/preview 
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Course Code Course Name Category Hours /  Week Credits 

25BCY25C 
Security Fundamentals with 

Linux  Operating System 
Core II 5 4 

 

Course Objectives  
The course intends to cover  

 Understand the basics of network-based Linux commands.  

 Detect and mitigate attacker behaviors.  

 Learns about secure data transfer and monitor network activity to prevent data 

exfiltration.  

 

Course Learning Outcomes  

On the successful completion of the course, students will be able to  

CLO            CLO Statements 
Knowledge  

Level 

CLO1 
Learn the basics of Linux Fundamentals, Security Risk and  
Attacker Perspective 

K2 

CLO2 
Understand the fundamentals of Linux Security &  
Administration with ATTACK Mapping 

K2 

CLO3 
Understand the basics of File System Permissions, Secure  
Services and Daemons 

K2 

CLO4 
Analyse the concepts of Secure Shell and Networking  
Configuration 

K4 

CLO5 
Demonstrate managing file archives, secure file transfers and  
monitoring of Linux file systems to detect and prevent malicious  
activities. 

K4 

K1 - Remember; K2 - Understand; K3 - Apply; K4 - Analyze  

 

CLO – PLO Mapping 

CLOs/PLOs  PLO1  PLO2  PLO3  PLO4      PLO5 

CLO1 3  2  3  2  2 

CLO2 2  2  2 2  2 

CLO3 3  2  3  3  2 

CLO4 2  3  2  2  2 

CLO5 2  3  2  1  1 

3 - Substantial (high)  2 - Moderate (medium)  1 - Slight (low) 
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Core - II: Security Fundamentals with Linux Operating System 

Unit Content 
No. of   

Hours 

I 

 

Getting Started with Red Hat Enterprise Linux: What Is Linux? -Linux  

distributions comparison for security use (e.g., RHEL vs. Debian vs. Kali)-

Why  attackers love misconfigured Linux machines- Map to ATTACK: Linux 

Initial  Access & Execution techniques.  

 

Accessing the Command Line: Access the Command Line- Access the 

Command Line with the Desktop-Execute Commands with the Bash Shell- 

How  attackers drop into bash, spawn PTY shells, or abuse restricted shells.  

 

1. Install Red Hat Enterprise Linux (or CentOS/AlmaLinux as a 

substitute).  

2. Compare package managers: yum/dnf (RHEL), apt (Debian/Ubuntu), 

apt + kali-tools (Kali).  

3. Launch and access the Linux command line via TTY and terminal 

emulator. 

4. Practice common shell commands (ls, cd, pwd, mkdir, rm, etc.).  

5. Use bash to execute multiple commands with pipes and redirection. 

6. Simulate attacker behavior: spawn a PTY shell using Python.  

7. Explore restricted shell (rbash) and attempt escape techniques 

8.  Create a cron job that runs every minute and log outputs in /tmp/. 

9.  Add a malicious command to .bashrc for persistence and observe 

effects. 

10. Create new users with useradd, set passwords, and assign groups.  

11. Experiment with chmod u+s to create an SUID binary and detect it 

using find / -perm -4000. 

12. Edit /etc/shadow in a lab environment to understand password storage 

risks 

 

15 
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Unit Content 
No. of   

Hours 

II 

 

Managing Files from the Command Line: Describe Linux file system  

Hierarchy Concepts- Specify Files by Name-Manage Files with Command-line 

Tools-Make Links Between Files- Match File Names with Shell Expansions 

Forensic traces in /tmp, /var/tmp, and hidden files- Getting Help in Red Hat  

Enterprise Linux: Use man, aproposto identify misuse of uncommon tools. 

Creating, Viewing & Editing Text Files: Redirect Output to a File or Program 

Edit Text Files from the Shell Prompt- Change the Shell Environment- Use 

cases of malicious crontab entries, .bashrc, .profile for persistence.  

 

Managing Local Users and Groups: Managing Local Users and Groups-

Describe User  and Group Concepts- Gain Superuser Access- Manage Local 

User Accounts- Manage  Local Group Accounts- Manage User Passwords- 

Attack vectors like SUID/SGID abuse,  shadow file tampering, UID 0 shell.  

 

1. Navigate through /etc, /var, /home and identify critical directories.  

2. Create, copy, move, and delete files with cp, mv, rm, touch. 

3. Create hard links and symbolic links using ln.  

4. Explore /tmp and /var/tmp to identify hidden files (ls -la).  

5. Use man and apropos to get help for less common commands. 

6. Redirect outputs (> , >> , 2>), use pipelines. 

7. Create a cron job that runs every minute and log outputs in /tmp/. 

8. Add a malicious command to .bashrc for persistence and observe 

effects.  

9. Create new users with useradd, set passwords, and assign groups.  

10. Experiment with chmod u+s to create an SUID binary and detect 

it using find / -perm -4000.  

11. Edit /etc/shadow in a lab environment to understand password 

storage risks. 

 

 

15 

58



 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

Unit Content 
No. of   

Hours 

III 

Controlling Access to Files: Interpret Linux File System Permissions-

Manage  File System Permissions from the Command Line-Manage Default 

Permissions  and File Access- Use find / - perm -4000 to detect suspicious 

SUID binaries. Monitoring and Managing Linux Process: Process States 

and Lifecycle Control Jobs- Kill Processes- Monitor Process Activity- Detect 

process injection,  reverse shell behavior, or rogue daemons.  

Controlling Services and Daemons: Identify Automatically Started System  

Processes-Control System Services- Attacker abuse of system services to  

maintain persistence.  

 

1. Set different file permissions (chmod 644, chmod 755) and test 

access with multiple users.  

2. Use umask to change default permissions.  

3. Run find / -perm -4000 to identify SUID/SGID binaries on your 

system.  

4. Use ps aux, top, and htop to monitor active processes.  

5. Start and kill a process (e.g., sleep 300 then kill PID).  

6. Write a simple C reverse shell, run it, and detect using ps and 

netstat.  

7. Create a custom systemd service and enable it for persistence.  

8. Simulate attacker persistence by modifying a service unit file. 

 

15 

IV 

 

Configuring and Securing SSH: Access the Remote Command Line with  

Secure Shell (SSH)- Configure Secure Shell (SSH) Key-based Authentication 

Customize Open Secure Shell (SSH) Service Configuration- SSH abuse  

scenarios: brute-force, key injection, pivoting.  
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Unit Content 
No. of   

Hours 

IV 

Analyzing and Storing Logs: Describe System Log Architecture- Review 

Syslog Files- Review System Journal Entries- Preserve the System Journal 

Maintain Accurate Time-: Map logs to incident detection: /var/log/secure,  

/var/log/messages, /var/log/audit/audit.log.  

Managing Networking: Describe Networking Concepts- Validate Network  

Configuration- Configure Networking from the Command Line- Edit Network  

Configuration Files-Configure Hostnames and Name Resolution-Detect rogue 

ports and connections using ss, netstat, iptables, tcpdump.  

1. Install and configure openssh-server.  

2. Generate SSH keys with ssh-keygen and configure key-based login. 

3. Harden SSH by disabling root login and changing default port.  

4. Attempt SSH brute-force with hydra (lab only).  

5.  Review SSH logs in /var/log/secure.  

6. Use journalctl -xe to monitor suspicious login attempts.  

7. Monitor real-time network connections with ss -tulnp and netstat -antp.  

8. Capture packets with tcpdump and analyze login attempts.  

9. Configure iptables firewall rules to block or allow certain ports. 

15 

 

 

 

 

 

V 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Archiving and Transferring Files: Manage Compressed tar Archives-

Transfer  Files Between Systems Securely- Synchronize Files Between 

Systems Securely How attackers use tar/gzip to exfiltrate data-Install and 

Update Software  Packages-Register Systems for Red Hat Support.  

 

Accessing Linux File System: Identify File Systems and Devices- Mount and  

Unmount File Systems- Locate Files on the System- Recognize attacker use of  

mounted hidden partitions or external USBs. 
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Unit Contents No. of 

Hours 

V 

1. Create and extract tar archives with tar -cvf and tar -xvf.  

2. Compress files using gzip and bzip2.  

3. Transfer files between systems with scp and rsync.  

4. Simulate attacker exfiltration: compress sensitive data and transfer to 

another machine.  

5. Install and remove software using dnf install/remove.  

6. List mounted filesystems with df -h and mount.  

7. Mount and unmount USB/external drives.  

8.  Use find to locate hidden partitions and analyze /etc/fstab entries.  

9. Detect rogue mount points simulating attacker persistence 

15 

Total Hours  75 

Text Books 

1. William Shotts (2019), The Linux Command Line (A Complete Introduction), No Starch Press. 

2. 

OccupyTheWeb (2018),Linux Basics for Hackers (Getting Started with Networking, Scripting & 

Security in Kali), No Starch Press, US. 

3. 

Christopher Negus (2020), Linux Bible (The Comprehensive Tutorial Resource), 10
th

 Edition, 

Wiley. 

Reference Books 

1.  Daniel J. Barrett (2003), Linux Security Cookbook, 1
st
 Edition, O’Reilly Media, Inc. 

2.  Bruce Nikkel (2021), Practical Linux Forensics,1
st
 
 
Edition, No Starch Press 

Web Resources (Swayam / NPTEL) 

1. https://onlinecourses.swayam2.ac.in/cec24_cs09/preview 

2.  https://onlinecourses.nptel.ac.in/noc24_ee46/preview 
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Course Code Course Name Category Hour / Week Credits 

25BCY26A Optimization Techniques Allied-II 4 3 

   

  Course Objectives 
The Course intends to cover 

 Optimization methods such as linear programming, transportation problems, and game 

theory to address complex decision-making challenges in real-world scenarios. 

 Employ analytical and computational techniques like PERT/CPM and replacement models 

to effectively manage resources and optimize project scheduling. 

 

Course Learning Outcomes 

On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 
Recall the concepts of linear programming, including mathematical 

Formulation, graphical method, and simplex method. 
K1 

CLO2 
Calculate Transportation and Assignment Problems, feasible solutions 

and the Traveling Salesman Problem. 
K2 

CLO3 Apply the models of queuing theory in the real-world applications. K3 

CLO4 
Illustrate the knowledge of drawing project networks for quantitative 

analysis of projects. 
K3 

CLO5 
Solve Two-Person Zero-Sum Games using the Maximin and Minimax 

Principles. 
K3 

K1 - Remember; K2 - Understand; K3 - Apply 

 

CLO - PLO Mapping 

CLOs/PLOs PLO1 PLO2 PLO3 PLO4 PLO5 

CLO1 2 2 2 2 3 

CLO2 2 1 2 3 2 

CLO3 1 1 3 2 3 

CLO4 3 2 3 3 2 

CLO5 2 2 2 3 2 

3 - Substantial (High) 2 - Moderate (Medium) 1 - Slight (Low) 
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Allied II: Optimization Techniques 

 

Unit Content 
No. of 

Hours 

I 

Linear Programming Problems: Introduction to linear programming  

mathematical formulation of linear programming problem – graphical 

method – simplex method only. 

12 

II 

Transportation Problems: Introduction to transportation problem – the 

transportation table – solution of transportation problem – finding an initial 

basic feasible solution. 

Assignment Problems: Introduction – mathematical formulation – solution 

methods – special case – the traveling salesman problem. 

12 

III 

Queuing Theory: Introduction – queuing system – elements of queuing 

system – transient and steady states – Kendal’s notation for representing 

queuing models – Model I (M/M/1) : (∞/FIFO), Model II (M/M/I): 

(N/FCFS). 

12 

IV 

Network Scheduling: Introduction – network – basic components – rules 

of network construction – network computations – critical path analysis – 

floats – programming evaluation review technique – probability 

consideration in programming evaluation review technique – distinction 

between programming evaluation review technique and critical path method 

– applications of network techniques. 

12 

V 

Game Theory: Introduction – two person zero – sum games – some basic 

terms – the maximin – minimax principle – games without saddle points – 

mixed strategies – graphical solution of 2 x n and m x 2 games – dominance 

property. 

12 

Total Hours 60 

Text Book 

1 

Sundaresan.V, Ganapathy Subramanian. K.S, Ganesan .K (2013), “Resource 

Management Techniques (Operations Research)”, A.R.S. publications. 

  Unit I : Chapter 2 : Section 2.1 – 2.5 

               Chapter 3 : Section 3.1.1-3.1.3 

 Unit II : Chapter 7 : Section 7.1 

               Chapter 8  : Section 8.1 – 8.9 

 Unit III: Chapter 13 : Section 13.1 – 13.4,13.6,13.7 

 Unit IV: Chapter 15 : Section 15.1 – 15.7 

 Unit V : Chapter 16 : Section 16.1 – 16.4,16.6,16.7 

Reference Books 

1 Hamdy A Taha(2002), “Operations Research”, Pearson Education, 7
th

 edition. 

2 P.K. Gupta, D.S. Hira(2015), “Problems in Operations Research”, S. Chand Publishers 

Web Resources (Swayam/NPTEL) 

1  https://archive.nptel.ac.in/courses/111/107/111107128/ 
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Unit Content 

I 

Concept of Human Values, Value Education Towards Personal Development :  

Aim of education and value education; Evolution of value oriented education; Concept of 

Human values; types of values;  Components of value education.  

Personal Development :  

Self analysis and introspection; sensitization towards gender equality, physically 

challenged, intellectually challenged. Respect to - age, experience, maturity, family 

members, neighbours, co-workers.  

Character Formation Towards Positive Personality:  

Truthfulness, Constructivity,  Sacrifice, Sincerity, Self Control, Altruism, Tolerance, 

Scientific Vision.  

II 

Value Education Towards National and Global Development  

National and International Values:  

Constitutional or national values - Democracy, socialism, secularism, equality, justice, 

liberty, freedom and fraternity.  

Social Values - Pity and probity, self-control, universal brotherhood. Professional Values 

- Knowledge thirst, sincerity in profession, regularity, punctuality and faith.  

Religious Values - Tolerance, wisdom, character.  

Aesthetic values - Love and appreciation of literature and fine arts and respect for the 

same.  

National Integration and international understanding.  

III         

Impact of Global Development on Ethics and Values  

Conflict of cross-cultural influences, mass media, cross-border education, materialistic 

values, professional challenges and compromise.  

Modern Challenges of Adolescent Emotions and behavior; Sex and spirituality: 

Comparison and competition; positive and negative thoughts. 

Adolescent Emotions, arrogance, anger, sexual instability, selfishness, defiance.  

IV 

Therapeutic Measures  

Control of the mind through  

     a. Simplified physical exercise  

     b. Meditation – Objectives, types, effect on body, mind and soul  

     c. Yoga – Objectives, Types, Asanas  

     d. Activities:  

            (i) Moralisation of Desires  

            (ii) Neutralisation of Anger  

            (iii)Eradication of Worries  

            (iv)Benefits of Blessings 

 

 

Course Code Course Name Category Hours / Week Credits 

25HUM2FC Human Rights Foundation Course 2      2 

64



 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

 

Unit Content 

V 

Human Rights  

1. Concept of Human Rights – Indian and International Perspectives  

                       a. Evolution of Human Rights  

                       b. Definitions under Indian and International documents  

2. Broad classification of Human Rights and Relevant Constitutional Provisions.  

a. Right to Life, Liberty and Dignity  

b. Right to Equality  

c. Right against Exploitation  

d. Cultural and Educational Rights  

e. Economic Rights  

f. Political Rights  

g. Social Rights  

3. Human Rights of Women and Children  

     a. Social Practice and Constitutional Safeguards  

(i) Female Feticide and Infanticide  

(ii) Physical assault and harassment  

(iii) Domestic violence  

(iv) Conditions of Working Women  

4. Institutions for Implementation  

a. Human Rights Commission  

b. Judiciary  

5. Violations and Redressal  

a. Violation by State  

b. Violation by Individuals  

c. Nuclear Weapons and terrorism  

d. Safeguards.  

                                                                                                       Total Hours   30 

 Web Resources 

1 https://syllabus.b-u.ac.in/syl_college/ug_ve.pdf 
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Course Code Course Name Category Hours/Week Credits 

25DIM2FC Disaster Management FC-II 2 2 

Unit Content 

I 

Unit I: Introduction to Disasters 
1.1. Definition of Concepts 

1.2. Difference between hazards and vulnerability 

1.3. Types of Disasters 

1.4. Natural Disasters  

1.5. Human - Made Disasters 

II 

Unit II: Disasters Management 
2.1. Disaster Management 

2.2. Disaster Management Cycle  

2.3. Key Phases of Disaster Management 

2.4.  Disaster and Development 

2.5. Disaster Impacts on Differential Groups 

III 

Unit III: Vulnerability Assessment and Reduction 

3.1. Vulnerability 

3.2. Vulnerability Assessment 

3.3. Early Warning System 

3.4. Factors Contributing to Vulnerability 

3.5. Vulnerability Reduction 

3.6. Impact of Development Projects such as Dams, Embankments, Changes in Land-use etc.    

3.7. Climate Change Adaptation 

IV 

Unit IV: Disaster Risk Reduction 

4.1. Disaster Risk Reduction (DRR), 

4.2.  Knowledge Management in Disaster Risk Reduction 

4.3. The Knowledge Management Cycle 

4.4. Role of Information and Knowledge in Disaster Risk Reduction 

4.5. Indigenous Knowledge and Disaster Risk Reduction 

4.6. Indigenous Knowledge and Early Warning Indicators 

4.7. Indigenous Knowledge and Coping Strategies 

4.8. Sendai Framework for Disaster Risk Reduction 

4.9. Intergovermental Panel on Climate Change (IPCC) 

4.10. IPCC Scenario in the Context of India 

V 

Unit V: Institutional Framework for Disaster Management 

5.1. National Policy on Disaster Management 2009 

5.2. The National Disaster Management Authority (NDMA)  

5.3. State Disaster Management Authority (SDMA) 

         5.4. District Disaster Management Authorities (DDMAs) 
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References 

1. 
Agrawal A. (1995), Dismantling the divide between Indigenous Knowledge and Scientific 

Knowledge. Development Change 26: 413 – 439. 

2. Mrinalini Pandey (2014), Text Book of Disaster Management, Wiley India Pvt Ltd. 

3. 
Pradeep K Goyal,Anil K Gupta, Disaster Management, All India Council for Technical 

Education Nelson Mandela Marg, Vasant Kunj, New Delhi, 110070 

4. 
Sharma S.C (2020), Disaster Management (1

st
 ed.), Khanna Book Publishing Co. (P) Ltd, 

New Delhi. 

5. Srivastava A.K (2021), Text Book of Disaster Management, Scientific Publishers, Jodhpur. 

6. Subramanian, (2018), Disaster Management, Vikas Publishing House, Noida. 

7. 
Tushar Bhattacharya (2015), Text Book of Disaster Science and Management, McGraw 

Hill Education. 

8. 
United Nation (2015), Sendai Framework for Disaster Risk Reduction. 2015 – 2030. 

Geneva: UNISDR 

9. www.EasyEngineering.net 

 

 

 

 

 

 

 

 

 

 

          5.5. Community-Based Disaster Management (CBDM) 

5.6. NGOs and Disaster Management   

5.7. Other Related Policies, Plans, Programmes and Legislation 

Total Hours 30 
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Course Code Course Name Category Hours / Week Credits 

25IDT2AE Innovation & Design Thinking   AECC - II 2 2 

 

Course Objectives 

The Course intends to cover 

 The principles and practices of innovation and design thinking. 

 Creative problem-solving skills, and impactful solutions across diverse contexts. 

 The user-centered research techniques, and practical tools to generate, prototype. 

 

Course Learning Outcomes 
On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 
Understand the design thinking methodology for solving real-world 

problems. 
K2 

CLO2 Generate, prototype, and test innovative ideas. K3 

CLO3 Frame human-centered solutions and present them effectively. K3 

CLO4 
Enhance their confidence in collaborative approaches to problem 

solving. 
K3 

CLO5 
Integrate innovation strategies into business, social, and creative 

contexts to drive sustainable impact. 
K4 

K2 - Understand;  K3 – Apply ; K4 - Evaluate 
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Ability Enhancement Compulsory Courses (AECC) - II: Innovation 

& Design Thinking 

 

Unit Content 
No. of 

Hours 

I 
Principles of Design Thinking: Usability, Human-centeredness, Empathy, 

Iteration.  

Types of Innovation: Product, Process, Business Model, Social Innovation. 

6 

  II 

Empathy & Defining The Problem: Understanding users -  observation - 

ethnographic research - interviews - Empathy maps and personas - Identifying 

user pain points - Problem framing vs. problem solving.  

6 

  III 

Ideation & Creativity Tools: Divergent vs. Convergent Thinking - 

Brainstorming and mind mapping techniques – SCAMPER.  Idea selection and 

prioritization frameworks. 

6 

  IV 

Prototyping & Experimentation: Low-fidelity vs. High-fidelity prototyping - 

Storyboarding, sketching, mock-ups, and role-playing - Rapid prototyping with 

simple materials.  

6 

 V 

Testing & Feedback: Testing prototypes with users - Iteration and learning 

from feedback. 

Innovation Strategy & Implementation : 

Scaling ideas into innovations - Measuring innovation impact - Barriers - 

Design Thinking for social change and sustainability. 

6 

                                                                                                                      Total Hours 30 

Text Books 

  1 
Kelley, T., & Kelley, D. (2013). Creative confidence: Unleashing the Creative Potential  

within us all. Crown Business. 

  2 Dan Saffer, Designing for Interaction, New Riders Publications, 2010. 

Reference Books 

    1 
Plattner, H., Meinel, C., & Leifer, L. (Eds.). (2018). Design Thinking Research: Making 

Distinctions: Collaboration versus Cooperation. Springer. 

2 
Liedtka, J., & Ogilvie, T. (2011). Designing for Growth: A Design Thinking Tool kit for 

Managers. Columbia University Press. 

3 
Martin, R. (2009). The Design of Business: Why Design Thinking is the Next Competitive 

Advantage. Harvard Business Press. 

Web Resources (Swayam / NPTEL) 

1 https://onlinecourses.nptel.ac.in/noc22_mg32/preview 
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2 https://onlinecourses.swayam2.ac.in/imb23_mg65/preview 

3 https://onlinecourses.nptel.ac.in/noc20_hs08/preview 

 

 

 

 

 

 

Course Code Course Name Category Hours/Week Credits 

25IPR2AE Intellectual Property Rights AECC - II 2 2 

 

Course Objectives 
This course intends to cover 

 Identify the objectives, forms, duration, and scope of protection for different 

types of intellectual property. 

 Understand the global IP framework and India’s compliance challenges. 

 Recognize the role of IP as a policy tool for national, economic, social, and 

cultural growth. 

 Gain knowledge of substantive laws and procedural mechanisms of IP in India. 

 Analyze recent national and global trends in intellectual property rights. 

 

Course Learning Outcomes 

On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 Understand the core principles of intellectual property protection. K1, K2 

  CLO2 Identify the key concepts and principles of trademarks. K2 

CLO3 Comprehend the legal implications and rights under copyright law. K3 

CLO4 Understand the legal consequences of patents and trade secrets. K2 

CLO5 
Comprehend IP rights for plant varieties and farmers, along with their legal 

and social aspects. 
K4 

K1 - Remember; K2 - Understand; K3 – Apply; K4 – Analyze 
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Ability Enhancement Compulsory Courses (AECC)-II: 

 Intellectual Property Rights 
 

Unit Content 
No. of 

Hours 

I 

Introduction to Intellectual Property: Introduction, types of intellectual property, 

international organizations, agencies and treaties, importance of intellectual property 

rights. 

6 

II 

Trade Marks: Purpose and function of trademarks, acquisition of trade mark rights, 

protectable matter, selecting, and evaluating trade mark, trade mark registration 

processes. 

6 

III 

Law of Copy Rights: Fundamental of copy right law, originality of material, rights 

of reproduction, rights to perform the work publicly, copy right ownership issues, 

copy right registration, notice of copy right, international copy right law. 

6 

IV 

Law of Patents, Trade Secrets: Foundation of patent law, patent searching process, 

ownership rights and transfer. Trade Secrets: Trade secrete law, determination of 

trade secrete status, liability for misappropriations of trade secrets, protection for 

submission, trade secrete litigation. 

6 

V 

Protection of Plant Varieties and Farmers’ Rights: Introduction -Meaning and 

Definition - Registrable Varieties of Plants - Procedure for Registration - Plant 

Varieties Protection. 

6 

Total Hours 30 

Text Books 

1 V K Ahuja - Law Relating To Intellectual Property Rights - Lexis Nexis; Third edition , 2017. 

2 Elizabeth Verkey - Intellectual Property Law and Practice – Eastern Book Company – 2018. 

3 S R Myneni - Law of Intellectual Property - Asia Law House – 2021. 

Reference Books 

1 
B.L. Wadehra - Law Relating To Intellectual Property – Universal Law Publishing House, New 

Delhi , 2011. 
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2 Avtar Singh - Intellectual Property Law - Eastern Book Company – 2015. 

Web Resources (Swayam/NPTEL) 

1 https://onlinecourses.nptel.ac.in/noc22_hs59/preview 

 

 

 

 

 

  Course Code Course Name Category Hours / Week   Credits 

 25END2AE 
Entrepreneurship 

Development 
AECC – II 2 2 

   
Course Objectives 
This course intends to cover 

 Basics of starting and managing entrepreneurial ventures. 

 Tools for planning, funding, and entrepreneurial growth. 

    

 Course Learning Outcomes 

 On the successful completion of the course, students will be able to 

CLO CLO Statements 
Knowledge 

Level 

CLO1 Understand the concept of entrepreneurship. K2 

CLO2 Gain knowledge on entrepreneurial motivation K2 

CLO3 Apply business idea evaluation K3 

CLO4 Create systematic Business plan K3 

CLO5 Analyse business finance and support K4 

K1 - Remember; K2 - Understand; K3 - Apply; K4 - Analyse 

 

 

 

 

 

 

 

 

 

 

 

 

72



 KG College of Arts and  Science (Autonomous)                                                                      2025 Batch 

Department of Computer Science with Cyber Security 

 

 

 

 

 

 

 

 

 

 

 

 

Ability Enhancement Compulsory Course – II: Entrepreneurship 

Development 
 

 

Unit Content 
No. of 

Hours 

I 

Entrepreneurship: Meaning of Entrepreneurship - Characteristics, 

Functions and Types of entrepreneurs - Intrapreneur vs. Entrepreneur - Need 

for Entrepreneurship in economic development - Contribution to GDP, 

Employment, Innovation. 

5 

II 
Entrepreneurial Motivation: Meaning - Need for Achievement Theory - 

Risk-taking Behaviour - Innovation and Entrepreneur – Economic & non-

economic factors affecting entrepreneurial growth. 

5 

III 

Business Ideas: Sources of Business Ideas & Opportunity Identification – 

Idea generation techniques (Brainstorming, Design Thinking). Business 

incubation - Technical Assistance for small business – Preparation of 

Feasibility Reports, Legal Formalities and Documentation  

7 

IV 
Business Plan: Meaning and importance of Business Plan – Structure and 

components – Market Study. 
7 

V 
Entrepreneurial finance: Sources of finance (Bank, Angel investors, 

Venture Capital, Crowdfunding, Mudra Loans) - Institutional support to 

entrepreneurs (DIC, KVIC, EDII and MSME). 

6 

Total Hours 30  

Text Books 

1 
C.B. Gupta and N.P. Srinivasan (2020), Entrepreneurship Development, Sultan Chand 

and Sons. 

2 
Dr. Vasant Desai and Dr. Kulveer Kaur (2021), Entrepreneurship Development and 

Management, Himalaya Publications. 

Reference Books 

1 Dr. Jayashree Suresh (2021), Entrepreneurial Publications, Margham Publications 

2 S S Khanka (2020), Entrepreneurial Development, Sultan Chand and Sons, New Delhi. 

Web Resources (Swayam/NPTEL) 
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1 https://onlinecourses.nptel.ac.in/noc25_mg95/preview 

 

 

 

 

 

 

 

 

 

 

Components for Internal Assessment and 

Distribution of Marks for CIA and ESE (Theory) 
 

Max 

Marks 
Marks for Components for CIA 

100 
CIA ESE CIA Model Attendance 

Active 

Engagement 
Total 

25 75 
Actual Weightage Actual Weightage 

5 5 25 
50 5 75 10 

 

  Question Paper Pattern 

Component 
Duration 

in Hours 

Section A Section B Section C 

Total 
Type of 

Question 
No. of 

Questions 
Marks 

Type of 

Question 
No. of 

Questions 
Marks 

Type of 

Question 
No. of 

Questions 
Marks 

CIA  2 MCQ 8 8x1=8 Either or 3 3x6=18 Either or 3 3x8=24 50 

Model 
Exam / ESE 

3 MCQ 10 10x1=10 Either or 5 5x5=25 Either or 5 5x8=40 75 

      

Components for Internal Assessment and  

Distribution of Marks for CIA (Lab) 
 

Max Marks 

Marks for Components for CIA 

CIA ESE Test Model 
    Experiments 

   / Programs 
Observation Total 

100 40 60 
Actual Weightage Actual Weightage Marks 

5 40 
50 10 60 15 10 

Examination Pattern 

Component Duration in Hours 

Marks 
Total 

Marks Practical 

Exam  
Record Weightage 
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Test 2 50 - 10 50 

Model 3 60 - 15 60 

Experiments - - - 10 10 

Observation - - - 05 05 

Total Marks - CIA 40 40 

ESE 3 50 10 - 60 

 

 

 

 

 

Components for Internal Assessment and 

Distribution of Marks for CIA (Foundation Course -Theory) 
 

Max 

Marks 
Marks for Components for CIA 

50 

CIA ESE CIA Model 

Total  

50 

 

- 

Actual Weightage Actual Weightage 

50 25 50 25 50 

 

   Question Paper Pattern 

Duration in Hours Mode of Exam Type of Questions No. of Questions Marks 

2 Offline Open Choice 5 (Out of 8) 5 x 10=50 

 

 

Components for and Distribution of Marks for ESE (Theory) 

Ability Enhancement Compulsory Courses (AECC) 

& 

Question Paper Pattern 
 

Duration in Hours Mode of Exam Type of Questions No. of Questions Marks 

2 Online MCQ 50 50x1=50 
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