
 
 

AQAR 2023 - 2024 

Criterion 1 – Curricular Aspects 

Key Indicator – 1.2 Academic Flexibility 

1.2.2 Number of Add on /Certificate programs offered during the year 2023 - 2024 

1.2.3 Number of students enrolled in Certificate/ Add-on programs as against the 

total number of students during the year 2023 - 2024 

 

 

 

 

 

 

Academic Year 2023 - 2024 

ODD Semester 

Sample Documents 

 

 

 

 

 

 

  



KG College of 

Arts and 

Science 

Criterion 1 – 

Curricular 

Aspects 

1.2.2 Number of Add on /Certificate programs offered during the year 2023 - 

2024 

1.2.3 Number of students enrolled in Certificate/ Add-on programs as against 

the total number of students during the year 2023 - 2024 

 

 

 2 

  



KG College of 

Arts and 

Science 

Criterion 1 – 

Curricular 

Aspects 

1.2.2 Number of Add on /Certificate programs offered during the year 2023 - 

2024 

1.2.3 Number of students enrolled in Certificate/ Add-on programs as against 

the total number of students during the year 2023 - 2024 

 

 

 3 

SYLLABUS 

 

INTRODUCTION TO COMPUTER SECURITY 

  Course Code: Duration: 30 Hours 

Start Date: 10/10/2023 End Date: 14/10/2023 

Course Outcome: 

 

● Protect and defend computer systems and networks from cyber security attacks. 

● Diagnose and investigate cyber security events or crimes related to computer systems and 

digital evidence. 

● Effectively communicate in a professional setting to address information security issues. 

 

Introduction to Computer Systems and Security 

 

An overview of computer systems and security-Create a list of security terms and definitions-    

Computers and data-The operating system and its functionality-Introduction to Linux-Data 

representation and manipulation 

Computer Architecture and Operating Systems 

Introduction to layered models of computer systems-Extending our layered model of computer 

systems-Personal computer systems architecture-Computer input/output-Operating systems 

security 

Operating Systems Control, Authentication, Authorisation and Accounting 

Authentication  and  authorisation -  Authentication  –  passwords,  tokens,  biometrics  and 

policy-Authentication–Authorisation and access control-Computer system control-Control 

mechanisms-Authorisation, access control and accounting-Access control models-Accounting – 

Monitoring usage and events-Case study: Web browser application control– Modern operating 

system: application security  
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Computer Systems and Networking  
 
Network technologies and computer systems-Network protocols-Exploring network protocols in 

Linux - An introduction to network authentication - Network authentication protocol patterns 

Computer system vulnerabilities-Computer system security-Application case study: the web 

browser-Optional reading: The computer, the browser and digital fingerprints-Introduction to 

attack surface, CVE, CWE and CVSS- Mapping networks using Nmap 
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